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SCA for staff assisted electronic channel

Question

Please clarify where a customer is physically present and identified in
branch, the strong customer authentication (SCA) requirements if that
customer completes a Standing Order instruction (Setup, Amend or Cancel)
or initiates a credit transfer through a staff assisted electronic channel (i.e.
tablet device)?

Background on the

As per article 97.1.b (PSD 2), Payment service providers (PSPs) must apply

question

SCA where the payer initiates an electronic payment transaction. In order to
assist non-digital and other vulnerable customers we provide an in-branch,
staff assisted electronic channel where some payment instructions may be
provided by inputting necessary details via a tablet device. As part of
process, 1. Branch staff member must initially verify customer identity using
photo identification. 2. Branch staff member will login to the tablet device
using their own credentials and will locate the customer profile on the tablet.
3. Branch staff member will ask customer to provide or input the payment
details in the tablet. 4. Post customer input, branch staff member will
validate the payment details & also manually validate the customer signature
before submitting the payment for processing. Is this process considered the
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initiation of an electronic payment by the payer? Alternatively, in
circumstances where the function of SCA is to authenticate a payer, can this
be considered to have taken place given that the payer is physically present
and has been identified? Finally, are we considered to have performed SCA
on the basis of the photo ID (something the customer has - possession) and
the physical presence of the customer (something the customer is –
inherence)? If SCA is considered required and not to have been satisfied, is it
legitimate to deem these transactions extremely low risk and dispense with
SCA on the understanding that full liability is being assumed for any issues
that may subsequently arise with these payments?
Final answer

Article 97(1)(b) of Directive 2015/2366/EU (PSD2) prescribes that payment
service providers (PSPs) shall apply strong customer authentication where
the payer initiates an electronic payment transaction.

Recital 95 of PSD2 clarifies that ‘all payment services offered electronically
should be carried out in a secure manner, adopting technologies able to
guarantee the safe authentication of the user and to reduce, to the maximum
extent possible, the risk of fraud. There does not seem to be a need to
guarantee the same level of protection to payment transactions initiated and
executed with modalities other than the use of electronic platforms or
devices, such as paper-based payment transactions, mail orders or telephone
orders.’

Article 4(29) of PSD2 defines authentication as a ‘procedure which allows
the payment service provider to verify the identity of a payment service user
or the validity of the use of a specific payment instrument, including the use
of the user’s personalised security credentials’.

In the case described by the submitter, the payment service user is
physically present at the premises of the PSP, the authentication of the
payment service user is carried out by staff of the PSP and the submission of
the payment order to execute a credit transfer is carried out with the
assistance of staff of the PSP. Therefore, the initiation and execution of the
payment transaction referred to by the submitter is similar to a paper-based
payment transaction as referred to in Recital 95 of PSD2. Accordingly, the
payment transaction described by the submitter does not require the
application of strong customer authentication.
Link
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https://www.eba.europa.eu/single-rule-book-qa/qna/view/publicId/2020_5124

European Banking Authority, 19/05/2022
www.eba.europa.eu
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