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5 January 2017 European Banking Authority 

 

EBA – Consultation Paper on Guidelines on ICT Risk Assessment under the 

Supervisory Review and Evaluation Process (SREP) 

The Swedish Bankers’ Association (SBA) welcomes the opportunity provided by the 

European Banking Authority (EBA) to respond to the Consultation Paper on 

Guidelines on ICT Risk Assessment under the Supervisory Review and Evaluation 

Process (SREP). This position paper is divided into two parts. First, general 

comments on the Consultation Paper. Second, detailed comments on the 

Consultation Paper we believe EBA should consider when developing the guidelines.  

We wish that our comments are treated as disclosed.  

 

 

General comments  

 We acknowledge and appreciate EBA’s information that the guidelines do not 

introduce any additional reporting obligation. The SBA welcomes initiatives 

from European bodies to decrease the number of reports filed by financial 

institutions to European/national reporting recipients.  

 

 Chapter 3 (page 20-) – there is an imbalance between on the one hand details 

and on the other hand meddling with bank’s business strategies.  

 

 The background states that a trend in the banking industry is the emergence of 

cyber risks, an increased potential for cybercrime and the appearance of cyber 

terrorism. The SBA’s members are aware and equipped to address this 

operationally and tactically but welcome more strategic cooperation with 

European and national law enforcement agencies regarding strategic threats to 

the banking industry. The development of EC3 is a stepping stone in that 

direction.  

 

 The table “current practices” per Member State is a welcome benchmark.  

 

 As stated by the European Banking Federation in their response, the SBA also 

considers it to be necessary that:  

 Banks should remain free to manage risks using their own taxonomies.  

 The level of involvement of the Management Body should be coherent 

with the internal governance framework of each bank. It should be 
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explicitly acknowledged that the Management Body can internally 

delegate the execution of the principles, functions and expertise relating 

to ICT risk. 

 There is a number of regulations, initiatives and definitions that address 

ICT risk. Overlap, inconsistent requirements and multiple definitions 

should be avoided. 

 

 

Detailed comments 

 9. Definitions: “ICT security risk” – it is valuable if the definitions in the NIS-

directive were incorporated in the guidelines to minimize the risk of 

misunderstandings and misinterpretations. 

 

 9. Definitions: “ICT outsourcing risk” – it is unclear how the word “outsourcing” 

is intended to be used in assessing ICT risk. Outsourcing can be internal 

and/or external and can be interpreted differently while “intra-group 

outsourcing” can be either, or refer to a shared service function within a group 

or institution.  

 

 2.2.1 ICT Strategy development and adequacy 

24a/d – The CP states in a) that in conducting this assessment competent 

authorities should take into account whether “senior business management” is 

adequately involved but later on the CP states in d) that the “institution’s 

management body” approves…  

Either “senior business management” and the “institution’s management body” 

refers to the same function or it does not. If it refers to the same function it is 

appropriate to use the same wording. If it refers to different functions and 

expertise it is desirable to define this. 

24a – The CP requires that senior business management should be 

adequately involved. It is unclear how “adequately involved” will be measured 

and assessed by national competent authorities. Typically, senior business 

management is involved through an instruction, policy or strategy but rarely on 

the operational work of implementing and follow-up.  

24b – The CP announces that ICT strategy should be supported by concrete 

implementation plans. It is difficult to understand how national competent 

authorities will explain what the adequate level of an implementation plan is 

and how it is intended to be measured and specifically where the burden of 

proof lies.  

24d – The CP states that “the institution’s management body approves the ICT 

strategy, implementation plans and monitors its implementation”. The SBA 

questions the statement that the management body needs, or even should, 

approve implementation plans and monitor their implementation. The value of 

involving an institution’s management body in practical implementation plans 



 

 

 

 

3 (4) 

and monitoring the plans’ progress is questionable. Implementation plans can 

be significant amount of work and monitoring the plans involves systems, 

people and processes over time. The institution’s management body should 

decide on the ICT strategy and follow major change initiatives on an 

aggregated level but delegate implementation and monitoring of the initiatives 

to appropriate functions.  

 

 2.2.2 ICT Strategy implementation 

In general, the control framework is focused on the management part while it 

would be more beneficial if the section focuses on ICT risk.  

The NPAP already defines how risk and change of products is managed 

including a governance model regardless if it concerns IT or business 

processes. It remains unclear how these guidelines are carved out from 

existing regulation and it is increasingly difficult to understand how this will be 

applied by national competent authorities in their assessment of operating risk.  

 

 3.2.1 Review of the institution’s ICT risk profile 

37f – Announces that competent authorities should consider “whether the 

institution is implementing aggressive ICT cost cutting measures”. This 

approach indicates that competent authorities should have an opinion on 

banks’ investment plans which entangles roles and responsibilities of 

competent authorities and banks. If national competent authorities considers 

investment plans in their assessment of banks the roles and responsibilities 

between a bank operating a business and the competent authority’s 

supervisory role runs the risk of becoming incoherent. However, the competent 

authority should most certainly supervise that banks fulfil the requirements 

demanded by law.  

 

 3.2.2 Review of the critical ICT systems and services 

39a/b – Introduces several conditions where at least one should be fulfilled. It 

appears that this is additional besides the existing Recovery and Resolution 

Directive. A clarification is very welcome.  

 

 3.2.3 Identification of material ICT risks to critical ICT Systems and Services 

41e – States that competent authorities should consider “the strategic impact 

on the institution”. The SBA considers strategy to be a business risk and not an 

operational risk and it should therefore be excluded.  

42 – This introduces an obligation to map identified ICT risk categories that are 

considered material. This does not correspond with what EBA has stated 

earlier on page 7, i.e. “that these guidelines do not introduce any additional 

reporting obligation”.  

The SBA agrees with the importance of understanding, identifying and 

managing risk. However, the proposal introduces an additional way of mapping 
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already identified risk with questionable value of managing the potential risk. 

Introducing an additional concept may result in a tick-in-the-box exercise rather 

than pushing and encouraging a risk based approach. The SBA proposes that 

the obligation to map identified ICT risk categories is cancelled.  

 

 3.3 Assessment of the controls to mitigate material ICT risks 

This introduces a new concept i.e. “controls”. A definition of controls is 

welcome.  

 

 3.3.1 ICT risk management policy, processes and tolerance thresholds 

47d – This may create a burdensome and vast internal reporting structure 

vertically and horizontally which is in contradiction to EBA’s statement that the 

guidelines do not introduce any additional reporting obligation. 

 

 3.3.4 ICT risk controls that are specific for the identified material ICT risks 

This introduces a new concept i.e. “controls”. A definition of controls is 

welcome.  

52c – Scenario-based plans are often very specific, sometime unrealistic and 

do not adequately prepare institutions for managing crisis. The question on 

how a resource (scenario planning) is made unavailable is less important. It is 

more important to identify which resources are critical, for example water, 

electricity, staff etc. and then exercise how the lack of that critical resource is 

managed.  

 

 

SWEDISH BANKERS' ASSOCIATION  

Peter Göransson Hans Lindberg 

 

 

 


