
techUK submission to the consultation on the EBA’s draft guidelines 

on outsourcing arrangements.   
 
techUK welcomes the opportunity to provide its comments on the EBA’s draft guidelines on 

outsourcing arrangements. techUK, a member of DIGITALEUROPE, represents 950 technology 

companies, the majority of which are SMEs, ranging the breadth of the technology industry.  

techUK acknowledges the EBA’s ambition to integrate the EBA’s Recommendations on 

outsourcing to cloud service providers1 into the revised Guidelines on outsourcing 

arrangements, and understands the intention was not to materially amend the original 

recommendations. However, we believe the new Guidelines proposed in the consultation will 

unintentionally result in a material change to the supervisory expectations for financial 

institutions’ adoption of cloud services. We are concerned that in several important ways the 

new Guidelines will undermine the certainty that the EBA sought to establish by publishing the 

Recommendations in the first place.  

For example, the Recommendations gave clarity to regulated entities that pooled audits and 

third-party audits and certifications, alongside individual direct audits, were all acceptable 

approaches for those entities to consider based upon their assessment of the risks and 

materiality of the workloads involved. We are concerned that the new Guidelines risk eroding 

this certainty, although we recognise this was not the EBA’s intention.  

Paragraph 74 of the consultation notes that regulated entities “may use third-party 

certifications and third-party reports made available by the service provider for the audits” but 

qualifies that they “should not rely solely on those”. Firms should of course undertake their own 

analysis of the information provided to them and in some cases, such as in the public sector, 

single direct audits may be required, but this qualification may lead them to conclude that 

only direct individual audits are in fact necessary, even for low risk, non-material workloads. 

According to the original Recommendations techUK does not believe this is the EBA’s intent, 

however the additional qualification creates confusion. In addition, the specific call out in 

Paragraph 79 to the risks pooled audits may present to another client’s environment appear 

disproportionate, given there are well established methodologies in place to manage such 

risks in a multi-tenancy environment. The recognition within the Recommendations of the role 

pooled audits could play in firms’ compliance programmes was a significant step forward and 

techUK is concerned the Guidelines could ultimately discourage their use. 

techUK recognises that the EBA’s primary objective when publishing these Guidelines is to 

maintain trust in the reliability of the financial system. Yet that trust will not be achieved without 

a diverse supply chain supporting Europe’s financial service industries. Europe’s technology 

industry, much of which is comprised of SMEs, is keen to provide that diversity but its role will be 

limited if tools such as third-party audits and pooled audits are discouraged.  

techUK’s preferred solution would be for the EBA to amend the new draft Guidelines to align 

more closely with the language of the Recommendations on outsourcing to cloud service 

providers, so that financial services firms are assured that they can continue to follow the 

existing regime. 

Given that stricter and stronger requirements apply to the outsourcing of "critical or important" 

functions, techUK would find it helpful if the EBA published a non-exhaustive list of what 

does/does not constitute a "critical or important function". This could be similar to the list of 

functions that are not considered outsourcing in paragraph 23 (p23).  In particular with regard 

to IT outsourcing, such a list would increase certainty and confidence of financial institutions in 

adopting technology tools for functions that the EBA clearly does not consider critical or 

important, for example, outsourcing marketing communications. In the same context, it is very 

                                                           
1https://www.eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EB
A-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e  

https://www.eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e
https://www.eba.europa.eu/documents/10180/2170125/Recommendations+on+Cloud+Outsourcing+%28EBA-Rec-2017-03%29_EN.pdf/e02bef01-3e00-4d81-b549-4981a8fb2f1e


important to understand what sub-outsourcing arrangements are deemed critical or 

important.  

techUK stands ready to work with the EBA to ensure its objectives are achieved without 

unintended consequences and would be pleased to provide further information on any of the 

points raised in our submission.  

 

 

 

 

 

 

 

 

 

 

 

  


