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EBA Consultation Paper: Guidelines on ICT Risk Assessment under the 
Supervisory Review and Evaluation process (SREP) 

 
FIA EPTA welcomes the opportunity to provide comments on the EBA Consultation Paper on the 
Guidelines on ICT Risk Assessment under the Supervisory Review and Evaluation process (SREP). 
FIA EPTA is comprised of 30 principal trading firms (PTFs) that deal on own account in a wide range of 
financial instruments traded on trading venues across the Union. FIA EPTA members engage in manual, 
automated and hybrid methods of trading. Collectively, FIA EPTA members are an important source of 
liquidity, allowing those who use the capital markets to invest or manage their business risks to buy or 
sell financial instruments quickly and at low cost. FIA EPTA supports liquid, stable and secure markets 
that foster investor confidence and efficiently allocate capital.   
 
Given FIA EPTA members’ reliance on ICT systems, our members are acutely aware of the importance 
of a secure, robust and responsive ICT framework in terms of the physical architecture, the responsible 
personnel and the procedures in place. FIA EPTA members have traditionally played a proactive role in 
raising the bar in this area.1 Also, FIA EPTA members have long been aware of the cyber security threats 
facing their operations and the ever evolving nature of these risks, thus ICT security is a major 
consideration in the day-to-day operations of PTFs.  

Additionally, FIA EPTA members are already subject to internal ICT governance and system security 
requirements specified in the ESMA Guidelines for Automated Trading2 under the Markets in Financial 
Instruments Directive (MIFID).3 Further, with the entry into force of MIFID II in January 20184, FIA EPTA 
members will be required under MiFID II RTS 6,5 to maintain specific systems and controls to ensure 
the resilience of their trading systems.  

RTS 6 requires firms to establish appropriate governance and compliance arrangements, and to have 
in place effective systems and arrangements including a kill switch functionality, automated surveillance 
systems to detect market manipulation, continuous assessment and monitoring of market and credit 
risk, business continuity plans, pre-trade and post-trade controls on order entry, real-time monitoring, 
and robust IT security arrangements to ensure the integrity of its IT systems.  

Similarly the Market Abuse Regulation (MAR)6 requires PTFs to have real-time monitoring processes in 
place to safeguard against potential market abuse, trading errors and other operational and compliance 
issues. These measures are specifically designed to address any potential risk posed by firms, including 
PTFs, to the fair and orderly functioning of the trading markets. 

                                                      

1 See for example our Software Development and Change Management Recommendations from March 2012 (developed with 
FIA EPTA’s U.S. counterpart, FIA PTG): 
https://ptg.fia.org/sites/default/files/content_attachments/2012_Software_Change_Management.pdf  
2 https://www.esma.europa.eu/sites/default/files/library/2015/11/esma_2012_122_en.pdf  
3 Directive  2004/39/EC of 21 April 2004 on markets in financial instruments 
4 Directive 2014/65/EU of 15 May 2014 on markets in financial instruments  
5 http://ec.europa.eu/finance/securities/docs/isd/mifid/rts/160719-rts-6_en.pdf  
6 Regulation No 596/2014 of 16 April 2014 on market abuse 
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Proportionality 

FIA EPTA welcomes the proposed guidelines and the clarity they bring to the existing SREP and the 
expectations on institutions. Moreover, we support the strong commitment to ensuring that the 
application of the Guidelines is proportionate to the size, structure and operational environment of the 
institutions as well as the nature, scale and complexity of their activities. This must be ensured at each 
stage of the assessment.  

Whilst we understand that proportionality is an underlying principle which will inform the decisions of the 
national competent authorities (NCAs), we feel that the drafting of the Guidelines makes an assumption 
that the subjects of the assessment are predominantly large and bank-like with a substantial number of 
employees. Consequently, the ICT Risk Taxonomy contained in the Annex to the Guidelines is more 
tailored to large entities. For example, ‘lack of staff’ is listed as an example of ICT availability and 
continuity risk in the ICT Risk Taxonomy table7. Similarly, the summary of findings and scorings in Title 
3 Section 3.48 requires that NCAs consider whether there is a clear separation of tasks between risk 
owners and management and control functions when scoring assessing the institution. These examples 
fail to appreciate the small and lean nature of some smaller institutions, including PTFs. 

Risk to Customers 

FIA EPTA members would encourage the EBA to better distinguish between those firms with direct 
exposure to customers and those without. Title 3 Section 3.2.1 reviews the institution’s risk profile and 
lists certain factors which NCAs should take into consideration. We believe that this list should include 
the potential impact on customers, their finances and their data, in a similar manner to the consideration 
of the risk to domestic and international financial systems. This additional factor would serve to draw a 
distinction between bank-like institutions with retail customers and firms such as PTFs that do not have 
retail customers and which do not hold client assets and money and who therefore pose no risk to 
customers.  

Conclusion 

We are currently working closely with the EBA to help frame the new prudential regime for investment 
firms. This initiative has taken a positive step in addressing the need for a tailored regime for non-bank 
like and non-systemic investment firms. We welcome policy makers’ recognition of the differing 
characteristics of these firms and believe that this should begin to be reflected across the whole of the 
EBA’s supervisory framework.  

Once again we thank you for the opportunity to contribute to the drafting of these Guidelines on ICT 
Risk Assessment under the SREP and stand ready to provide any further input that you may require. 

Yours sincerely, 
 
 
 
 
Piebe Teeboom 
 
Secretary General 
FIA European Principal Traders Association 
 

                                                      

7 Row 1, column 4, p.33. 
8 P.31 


