
 

 

EBA Guidelines on ICT Risk Assessment under the 

Supervisory Review and Evaluation Process 

(SREP) (EBA/CP/2016/14) 
- Comments of the German Banking Industry Committee 

General comments 

The guidelines reflect the SREP and generally fit current practices in banks. However, 

there are currently a number of initiatives that address ICT risk. Any overlapping and 

inconsistent requirements should therefore be avoided. The ECB, for example, recently 

published a thematic review on cyber risk – risk that would fall within the scope of ICT 

risk.  

 

Executive summary/Background and rationale 

 

We welcome it that proportionality is expressly underlined as the guiding principle for 

assessing ICT risk and supervisory judgement on the extent to which the present 

guidelines are to be applied under the SREP. It is particularly important, in our view, that 

the size, structure and operational environment of an institution are adequately taken 

into account when determining in the scale and detail of the ICT risk assessment. This 

would give small institutions the necessary leeway to handle ICT risk as part of their 

operational risk management.  

We also welcome the reference to the fact that the EBA guidelines on ICT risk do not 

pursue an approach aimed at implementing additional reporting obligations in connection 

with ICT risk (“These guidelines do not introduce any additional reporting obligation…”). 

 

Subject matter, scope and definitions 

 

Paragraph 9: We welcome the definitions of the underlying terms and the establishment 

of a uniform taxonomy based on the five ICT risk categories. We recommend including a 

passage explaining that, while these risks should be fully covered under an institution’s 

ICT risk management policy, this may be performed within institutions by different 

organisational units and in accordance with independent risk map taxonomies. 

 

It would generally make sense for EU documents to use as uniform definitions as 

possible. Definitions used here differ from definitions in, for example, the NIS Directive or 

in SSM cyber incident pilots. 

 
Implementation 

We recommend an implementation period of at least twelve months.  

Requirements for the ICT Risk Assessment 

Title 1 - General provisions 

Paragraph 11: We welcome the express reference to the fact that the guidelines should 

be applied in a manner proportionate to the size, structure and operational environment 

of institutions as well as the nature, scale and complexity of their activities and that the 

principle of proportionality applies throughout the guidelines to the scope, frequency and 

intensity of supervisory engagement and dialogue with institutions and supervisory 

expectations of the standards institutions should meet. This gives small institutions in 

particular the necessary leeway to handle ICT risk.  



  

Title 2 - Assessment of institutions’ governance and strategy on ICT 

Paragraph 24: We welcome the express reference to the principle of proportionality as 

the basis for supervisory expectations with respect to assessment of the framework for 

designing an institution’s ICT strategy. This enables small institutions with a non-complex 

business model, particularly if they use standardised systems through intra-group 

outsourcing, to meet the requirements without undue effort. The ICT strategy called for 

by the guidelines should, like the German Minimum Requirements for Risk Management 

(MaRisk), also be part of an institution’s business strategy. In the case of a significant 

level of ICT outsourcing, the ICT strategy should always include options for action and 

exit processes in the event of unintended or unexpected termination of outsourcing. In 

our view, this should not, however, be mandatory for institutions using intra-group 

outsourcing because of the special relationship between the outsourcee and the 

outsourcer and for practical reasons, nor is it expressly required for such institutions in 

the Minimum Requirements for Risk Management (interim version of the fifth MaRisk 

amendment, AT 9, paragraph 6). To avoid any unnecessary burden, we request inclusion 

of an explanatory passage to this effect in paragraph 24. 

In addition, monitoring implementation of the ICT strategy should not be a mandatory 

requirement for the “institution’s management body” (delete “monitors its 

implementation” in paragraph 24 d) 

 
Title 3 – Assessment of institutions’ ICT risk exposures and controls 

Paragraph 37: We welcome the express reference to application of the principle of 

proportionality in supervisory assessment of an institution’s ICT risk. Particularly when 

assessing intra-group ICT outsourcing risk, elements such as a high level of 

standardisation and a simple underlying business model should be taken into account in 
this context.  

Paragraph 46: With proportionality in mind, we should like to suggest including a 

passage which explains that, particularly for small institutions with a simple business 

structure, no separate processes for designing controls for mitigating material ICT risk 

are necessary if such risk is already adequately addressed by overarching operational 
risk controls. See in this connection also the existing arrangements in paragraph 47. 

Paragraph 47: We expressly welcome the reference to the possibility to design risk 

management policies, processes and tolerance thresholds for material ICT risks as part of 

the operational risk management framework. This avoids any impression that a 
fundamentally new type of risk is involved here. 

Paragraph 50 ff: We welcome the explicit inclusion of a non-exhaustive list of possible 

controls to address material risks in the five ICT categories. However, to avoid any undue 

burden, we believe that supervisory expectations of controls should be amended in 

accordance with the principle of proportionality so that the necessary controls to mitigate 
material risks are designed proportionate to the size and complexity of an institution.  

Paragraph 50: To improve transparency, a mapping table (ICT risk categories with 
protection targets/standards) should be included.  

Paragraph 52 b. iii: The term “solution” should be replaced by “processes for critical 

applications” to make clear that this requirement applies to critical applications (and does 

to have to be applied on a mandatory basis to all applications). 

Paragraph 52 b. iv: The term “incident management” should be explained further to 

make clear that it does not (necessarily) mean the ITIL “incident management process” 

and that the use of ITIL terminology does not result in any separate requirements. This is 

an example of the use of terms which have already been given a specific meaning but 

which are used differently in this document. 



Paragraph 54 d: The wording “as well as the test and development environment” should 

be deleted as no asset inventory is possible for the test and development environment.  

Paragraph 54 e: The wording “the life cycle of the used ICT systems” should be changed 
to “the life cycle of the used critical ICT systems”.  

“ICT solutions” should not necessarily have to be supported by the vendor but can also 

be supported by the institution itself. Thus, the sentence should be amended as follows: 

“and to make sure that the used ICT solutions and systems are still supported by their 

vendors or by the institution itself“.  

Table 1 (page 41): We do not understand why the severity of inherent ICT risk should be 

determined using the number of affected ICT risk categories (“not more than two”, “three 

or more”, “four or five” of the five defined categories). Scenarios are conceivable in which 

all categories contain a not insignificant risk but a high (4) risk of significant impact 

through ICT risk is nevertheless unlikely at institution level. Conversely, a risk in only one 

ICT category (e.g. ICT availability and continuity), if critical, may be apt to make an 
institution’s overall risk appear high (4). 

Annex – ICT Risk Taxonomy 

Across the board: We welcome the introduction of the ICT risk categories and the 

concrete examples of risks in the individual categories. As explained with regard to 

paragraph 9, institutions should be free to use their own ICT taxonomies/risk categories, 
provided these cover the specified risks appropriately.  

 


