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KoteuBuvtnpLeC YPOUUEC OXETIKA LLE TNV
aoPAAeLl TWV MTANPWHWV HECW
Stadiktuou

MAaiolo avadopdg Twv KATELBUVTAPLWY YPUUUWV

To mapov £yypado TEPLEXEL KATELOUVTNPLEC YPAUUEG OL omoieg gpeidovtal oto apBpo 16 tou
KavoviopoU (EE) aptB. 1093/2010 tou Eupwnaikou KowvoBouAiou kat tou upBouliou tng 24ng
NoeuBpiou 2010, oxetka pe tn ouotacn Eupwnaikng Emomtikng Apxng (Eupwmaikn Apxn
Tparnelwv), tnv tpomoroinon tn¢ amodaonc apd. 716/2009/EK kat tnv Katdpynon Ttng
anodaong 2009/78/EK tng Emttporng (oto €€A¢ 0 «kavoviopog EAT»). TUudwva pe to dpbpo 16
napaypadog 3 tou KavoviopoU EAT, oL apuodleg apxEG Kal Ta XPNMOTOOLKOVOULKA Woplpata
KataBallouv kabe Suvath mpoomdbela yla va cuppopdwBolv e TIG ev AOyw KOTeLBUVTHPLEC

VPOUHEG.

OuL kateuBuvtipleg ypappég mapouocidlouv tnv amoPn g EAT OXETIKA HE TIGC KOTOAANAEG
ETIOTITLKEC TIPAKTIKEG OTO TAALOLO TOU Eupwraikol TuoTAUATOg XpNUATOOWKOVOULKNG Emtomtelog
OXETIKA LLE TOUG TPOTOUC 0pBNng edapuoyng tou Sikaiou tng EE otov cuyKekpLuévo Topéa. Qg ek
toUutou, n EAT avapével amo TG apuosLeEG apXEG KL TA XPNMOTOOLKOVOULKA WOpUHATA oTa omola
ameuBivovTal oL KateuBuvthpLleg YPAUUES va cUppopdwBoUV Tpog autéc. OL apUOSLEC apXEC
TMPOC TIC omoleg ameuBlvovtal oL KotsuBUVTINPLEC YPAUUEC TIPEMEL vo cuppopdwBolv
EVOWLOTWVOVTOC QUTEG SEOVTWCE OTLG ETIOTITIKEG TIPAKTIKEG TOUG (TT.X. TPOTIOTIOLWVTAG TO VOULKO
TOUG TAQLOLO A TLG ETIOTITIKEG SLASLKOOIEG TOUG), AKOUN KoL OTaV OUTEG amsuBOuvovTal MPWTIoTwG
oe Wpupara.

Artattoelg umtoBoAncg otolyeiwv

JUupdwva pe to apbpo 16 mapdypadoc 3 tou KavoviopoU EAT, oL oppOSLEC apyEC MPEMEL va
yvwoTtonowjoouv otnv EAT edv cuppopdwvovtal f mpotibevtal va cuppopdwbBolv mpog Tig
TAPOUOEG KATEUBUVTNPLEG YPAUUEG, 1 AAWG va eKBECOUV TOug AOYOUG N CUMHOpPWONG, WG
T1§ 5.05.2015. Edv n npoBeopia yvwotomnoinong mapéABet dnpaktn, n EAT Oswpel 6tL oL apuodieg
apxEG 6ev ouppopdwvovtal. OL YVWOTOTOLCELG TIPETIEL VO ATTOOTEANOVTAL, UE TNV UTIOBOAN TOU
EVIUTIOU TIOU TAPEXETAL OTNV €VOTNTA 5 TOU Mapovtog eyypddou, otnv nAektpovikr SltelBuvon
compliance@eba.europa.eu pe tnv enofuaven «EBA/GL/2014/12». Ol yVWOTOMOLACELG TIPETEL

va urtodAlovtal and npocwna SeOVTWE eE0UCLOSOTNEVA VO YVWOTOTOLOUV TN CUUUOpdwaon €K
HEPOUG TWV APHOSLWV apXWV TOUG.

H yvwotonoinon dnuooteletal otov SKtuakd tomo tng EAT, oludwva pe to apbpo 16
napdypadog 3.



mailto:compliance@eba.europa.eu
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Tithoc | — Nedio edappoync kot oplopot

Nedio epappoyng

1.

ITIG MAPOUCEG KATEUOUVTNPLEG YPAUUEG OpLlETAL €Vl OUVOAO EAGXLOTWY QTOLTCEWV OTOV
TOMEX TNG AODAAELOC TWV TANPWHWYV HECow Oladiktuou. OL KATEUBUVTNPLEG YPAUUEC
Bacilovral oToug Kavoveg Tng odnyiag 2007/64/EK* («oSnyia yla TLg uTnPESieC TANPWHWVY)
OXETLKA UE TIC ATALTAOELG EVNUEPWONC YLO TLG UTINPECLEC TTANPW WY KOL TI UTIOXPEWOELG TWV
MapoOxwv unnpeclwv mMAnpwuwv (MYMN) 6cov adopd TNV MOPOXH UTNPECLWV TIANPWHLWV.
EruumAéov, cupdwva pe to apbpo 10 mapdypadog 4 tng obnylag ta Wplpato MANPWUWV
UTIOXPEOUVTOL VOl OLOBOETOUV APTIO OPYAVWTIKO TAQICLO KOl EMOPKELG UNXOVIOUOUC
E0WTEPLKOU eAEyYOU.

Ot kateuBuvTNpLEG YPOUUES 0pOPOUV TNV TTAPOXN UTINPECLWV MANPWHWYV TIOU ipoadEpovTal
pEow Tou Stadiktvou amd MNYN, 6nwg opilovtal oto apbpo 1 tng odnyiog.

OL KkateuBuvtnpleg YpOUUEG ameuBUvovTal OTo XPNUOTOOLKOVOUIKA Spupata Omwg
opilovtal oto apBpo 4 onueio 1 tou Kavoviopol (EE) aptB. 1093/2010 kol ot ApUOSLES
opxéC Onwe opilovtol oto GpBpo 4 onueio 2 tou kavoviopou (EE) aptB. 1093/2010. Ou
OpUOSLEC OpXEC TWV 28 KpaTwV HEAWV TG Eupwmaikng Evwong npémet va dtaodaiilouv tnv
edappoyr aUTWV TWV KATEUBUVTAPLWYV YPAUUWY amo toug MY, 6nwg opilovral oto apbpo 1
™G 0dnylag yLa TG UTnpecieg MANPWHUWY, TTIOU TEAOUV UTIO TNV EMOMTELA TOUG.

ErumAgov, oL appodieg apxeg Suvavtal va amodacicouv va amolt)oouv omd Toug mapoxoug
UTINPECLWV TANPWUWVY va avadEpouv otnv appodia apx OTL CUUHOPGWVOVTAL HE TLC
KOTEUBUVTAPLEG YPOLLEG.

OL mapouoeg KoteuBuUVTNAPLEG YPOUMEG Oev emnpedlouv TNV WOYXU TWV CUCTACEWV TNG
Eupwrnaikng Kevtpikng Tpdamelag yla tnv aoddAslo Twv TANPWHWY HECW Sladilktiou
(Recommendations for the security of internet payments) (n «£kBgon»).” SuykeKkpluéva, n
£kBeon e€akolouBel va amotelel To €yypado BACEL TOU OTIOLOU OL KEVIPLKEC TPATIE(EG OTO
mAalolo TNG EMOMTIKAG AELTOUPYLAC TOUG €M TWV CUCTNHUATWY KOL TWV HECWV TANPWHUWV
TPEMEL va a&loAoyouv Tn cuppopdwaon 6cov adopd TNV aoPAAELA TWV TANPWHWY LECW TOU
Sladiktuou.

OL KOTeuBUVTAPLEC YPOUUEG amoTeAOUV TIG €AAxLoTeG Mpoodokieg. Edapudlovral pe tnv
emupLAAEN TG euBUVNG Twv MY va mapakoAouBoUv kal va afLoAoyolvV Toug KLvdUVoUG TTou
CUVETTAyovTaL OL 8pactnplotnNTéG TOuG Tou odopolv TANPWHEG, VA  AVAITTUGCOUV
ECWTEPLKEG AETITOEPELG TTOALTIKEG Ao AAeLag Kot va edbapudlouy emapkr] HETPA AoPAAELAC,

! 0O68nyia 2007/64/EK tou Eupwraikol KowvoBouAiou kat tou ZupBouliou, tng 13ng NoguBpiou 2007, yia TG UTNPECLEG
TANPWUWY OTNV ECWTEPLKA ayopd, TNV Tpomornoinon twv odnywwv 97/7/EK, 2002/65/EK, 2005/60/EK kat 2006/48/EK,
KalL Thv Katdpynon thg odnyiag 97/5/EK, EE L 319 tng 5.12.2007.

2 http://www.ecb.europa.eu/press/pr/date/2013/html/pr130131_1.en.html
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£KTOKTNG QVAYKNG, Oloxelplong TePLOTATIKWY Kol adlaAewmtng Asltoupylag mou  eivat
QVAAOYLKA TIPOG TOUG EYYEVELG KLVEUVOUG TWV TTAPEXOUEVWY UTINPECLWV TIANPWLWV.

7. ZKOMOG TWV KATEUOUVTNPLWY YPOAUUWY Elval va oploToUV EAAXLOTEG KOLVEG QTTOLTOELG VLA TLG
UTnpeoieg MANPWHUWY HECw SLaSIKTUOU TOU ATAPLOUOUVTOL KATWTEPW, AVEEAPTATWE TNC
OUOKEUNC MPOoBaong mou XpnoLomoLeitat:

- [kapteg] n ektéAeon MANPWHWY HE KAPTA 0TO SLadiktuo, cupumnepAaUBOVOUEVWY
TWV TANPWHWY PE AUAN KAPTA, KABwC KAl N KATOXWPLon Twv otolyelwv yla
TANPWUNA UE KAPTA YLa Xprion o€ «AU0eLg TopTodOoALoU »:

- [netadopég niotwong] n ektéleon petadopwyv mictwaong oto Stadiktuo:

- [nAektpovikry €fouctodotnon] n £kSoon KAl TPOMOMOiNcn NAEKTPOVIKWY
efouolodoTnoEWY QUEONG XPEWONG:

- [nAektpovikd xprApo] HeTOPOPEC NAEKTPOVIKOU  XPAHOTOG UeTatl  Slo
Aoyaplacpwv NAEKTPOVLKOU XPHHUATOC LECW TOU SLadIkTUou.

8. ITIC TIEPUTTWOELG OTOU Ol KOTEUOUVTAPLEG VPAUUEG avopEPOVTAL OE €VOl ATIOTEAECHA, TO
omotéAeopa  autd pmopsl va  eruteuxBel pe  Sadopoug Tpodmoug. OL  TapoUoEg
KOTEVBUVTAPLEG YPOUUEG, TTEPAV TWV AMALTHOEWV TIOU KaBopllovtol KOTWTEPW, TTOPEXOUV
eniong mapadeiypata PEATIOTWY TPAKTIKWY (0To Tapdptnua 1), Tig omoie¢ ou NYNM
evBappuvovtal, aAAd Sev umtoxpeouvtal, va uloBetroouv.

9. Itnv mepintwon OmMou n TMAPOXH UTNPECLWV Kol HECWV TANPWHUWY TPOohEPETAL UECW
CUOTAMATOC TMANPWHWY (T.X. CUCTAMATO TANPWHWV HE KAPTA, CUCTHHATA HETOPOPAG
TMioTwong, ouoTAUATA AUECNG XPEWONG K.ATL.), OL apPUOSLEC APXEG KL OL QVTIOTOLXEG
KEVTPLKEC TPATIELEC TTOU aloKOoUV eMiBAePN €Ml TwV HECWV MANPWHNG TIPETIEL VO BplokovTal o
enadn wote va Staodaliletal n oUVENNG bopUoyr TWV KOTEUBUVTIAPLWY YPAUUWY Ao
TOUG TtaPAYOVTEG Ttou £ivat urteUBUVOL yLa TN AELTOUPYLA TOU CUCTALOTOG.

10. OL mdpoxol oAOKANPWHEVWY AUCEWV TANPWHWY® TIOU TPOCPHEPOUV UTINPEGIES Evapeng
TANPWHNAG Bewpouvtal ite aMOSEKTEG UMNPECLWY TANPWHWV HEOW TOoUu Sladiktuou (Kat,
kot eméktaon, NYN) eite e€wtepLkol TTAPOYOL TEXVIKWY UTINPECLWY TWV OXETIKWV CXNUATWV A
MYN. ¥tn 8eltepn mepimtwon, oL MAPoXoL OAOKANPWHEVWY AUCEWY TANPWUWY TIPEMEL va
umoxpeouvtal Bacel cUUBAONG VO CUUOPIWVOVTAL LLE TIC KATEUOUVTNPLEG YPAUUEC.

11. Ano to medio edpapuoyng Twv KATEUOUVTAPLWY YPOUUWY €atpolvTal:

2ot TtdpoxoL OAOKANPWUEVWY AVCEWV TIANPWHWY TIOPEXOUV GTOV SLKaLoUX0 TNG TANPWHNAG (8nAadn otnv emeipnon
NAEKTPOVIKOU epmopiou) pa turonotnuévn Slemadn yla T unnpecieg £vapéng MANPWAG TTOU TTOPEXOVTAL OO TOUG
nyn.
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- aMec unnpeoieg Sladiktuou ToOU TOpEXovtal amo évav MYM péow Tou
SLOSIKTUOKOU TOTIOU TANPWHWY TOU (T.X. NAEKTPOVIKEG XPNHUATLOTNPLAKEG
UTINPEOLEC, NAEKTPOVIKEG CUUBAOELG):

- TANPWHEG yla TG omoleg n evioAn Sivetal péow Taxudpopeiou, thAsdwvou,
dwvntikol pnvopatog n Pe xprnon texvoloyiag mou PBooiletal os umnpeoia
OUVTOHWV YPOITTWY HNVUPATwy (SMS)-

- TANPWHEG UECW KLWVNTAG OUOKEUNG, EKTOG TWV MANPWHWV Tou Baoilovtal oe
TPOYPAHOL TIEPLYNONG:

- petadopég mioTwong oTLG TTEPUTTWOELG OTIOU TPITO PEPOC AMOKTA TTPpoafacn otov
Aoyaplacpo mMANPwWHUwWY Tou MeAdtn:

- TPAEEIC TIANPWHWY TIOU TIPAYMOTOTOOUVTAL OO €mXeipnon HEow SIKTUWV
£161koVL okormou-

- TANPWHEG PE KAPTA HE XPAON OVWVUHWY KOl N emavadopT{OpevVwV GUOLKWVY N
QUAWV TIPOTIANPWHEVWY KAPTWY OTLG TIEPLUITTWOELC OTou Sev udiotatal GUVEXAS
oxéon HeTafl Tou ekSOTN Kol TOU KATOXOU TNG KAPTAG:

- n ekkaBapLon Kal o SLOKAVOVIOUOC TPAEEWY TIANPWHAC.

12. T TOUC OKOTIOUG QUTWY TWV KATEUBUVTAPLWY YPOUHUWY, KAl CUUMANPWHOTIKA TIPOC TOUG

opLo
opLo

poUG Tou TtapEXOVTAL OTNV 0dnyia yla TI¢ UTthpeoieg MANPWHWY, LoXUouv oL akoAoubol
pot:

Me tov 6po tautomnoinon voeital n dtadikacia o enttpénel otov MYN va emaAnBevel
TNV TAUTOTNTA EVOC TTEAATN.

Me Tov OpO0 toYUpr TAUTOMOoINCN MTEAATN VOEITAL, YLO TOUG OKOTIOUC TWV KATEUBLVTHPLWY
vpouuwy, dtadikaotia mou Baoiletal otn xprion dU0 1) MEPLOCOTEPWVY MO T akOAouBa
otolela — TO omolot KATNYOPLOTOWOUVTAL WE YVWON, KUPLOTNTA KOl EYYEVEG
XOPAKTNPLOTIKO: i) KATL TO Oomoio yvwpilel uovo o XPROoTng, Ti.X. OTATIKO cuvOnuaTiko,
KWOLKO, Mpoowrikd aplBuod avayvwplong (PIN)- ii) kATl to omoio povo o XpRotng €xet
OTNV KUPLOTNTA TOU, TI.X. CUCKEUN TOpaywyNC MpocoBeTou kwdikol aocddAelag, £€umvn
Kapta, Kwnto tnAédwvo: iii) éva povadikd cUUGUTO XapaKkTnPLoTIKO Tou XPHoTN, T.X.
BLOUETPIKO XAPAKTNPLOTIKO, OMWE SAKTUALKO amotunwua. EmutAéov, ta otolxela mou
eTUAEYyOVTOL TIPETIEL VA €lval avefdptnta petafl Toug, SnAadn n mapafiacn Tou evog va
pnv B€telL og kivduvo ta dAAa. TOUAGXLOTOV £va o TO OTOLXELQ TTPETEL VAL NV UTtopel
va  enavayxpnolpgornoinBel 1 va  avamapaxBel (e€alpoupévou Twv  CcUUPUTWV
XOPAKTNPLOTIKWY) Kal va pnv givot Suvatov va urtokAarmei péow tou Slodiktiou Xwpeig
va To avtiAndBel o xpnotng. H dadikaoia woxuprng Tautomoinong mpeEmel va ival




TEAIKEZ KATEYOYNTHPIESZ TPAMMEZS EXETIKA ME THN AZDAAEIA TON MAHPOMQN MEZQ AIAAIKTYOY

EUROPEAN
BANKING

AUTHORITY

OXEOLOOUEVN KOTA TETOLO TPOMO WOTE VO TPOOTATEUETOL N EUMLOTEUTIKOTNTA TWV
Sebopévwy Tautomnoinong.

- Me tov 0po Eykpion voeital n Stadikacia pe TNV omola EAEYXETAL KATA TTOCOV O TIEAATNG
N o MYN éxeL to Sikalwpa va PoPel o€ ULa CUYKEKPLUEVN EVEPYELQ, TLY. TO SlKalwUa
petadopadg kepalaiwv, N 1o Sikalwpa mtpocBaong o evaiocBnta dedopéva.

- Me tov O0po Siamioteutrplor vooUVTal oL TIANPOGOPIEC —YEVIKA EUTILOTEUTLKEC— TIOU
mapéxel évag mehdtng n €vag MNYM ylo okomoU¢ Tautonoinong. Q¢ «SLamoteuTipLlo»
voeital emiong n kotoxry ¢uoilkol epyoAeiou TOU TEPLEXEL TIG TAnpodopieg (.
OUOKEUN TOpOaywyng KWWY pilag xpriong, €€umvn KApTa) 1 KATL TTOU O XPHOTNC
OTTOUVNMOVEUEL 1| KATIOLO OTOLXEIO TIOU TOV QVILMPOOWMEUEL (OTWE TA BLOUETPLKA
XQPOKTNPLOTIKA).

- Me tov 6p0o ONUAVTIKO TTIEPLOTATIKO HOPAAELAC TTANPWILWVY VOELTOL TIEPLOTATIKO TO OTOlo
£XEL | EVOEXETAL VA £XEL ONUAVTLKN £TiMTWON otV aodpdAlela, Tnv akepoldtnTa 1 TN
OCUVEXELX TWV oUoTNUATWY Tou MY mou cuvdéovtal Pe TIANPWHEC Kat/r) otnv achaAsLn
Twv evaioBntwv dedopévwy MANPWUAS 1 Twv Kedpalaiwv. Na tqv afloAdynon tng
ONUOVTIKOTNTOC TOU TIEPLOTATIKOU TIPEMEL vol Aaupavetol unmoPn o aplOpog twv
TMeEAATWV TIoU evOEXeTOL val Blyouv, To SLakUBEUOEVO TTOGO KOL N EMIMTWGON 0 AAAOUG
MYN f o AAAEG UTTOSOUEC TTANPWHWV.

- Me tov 6po avaAuan tou kivduvou the ouvaAdayric voeital n afloAodynon tou Kivduvou
mou adopd CUYKeKPLUEVN cuvaAlayr, oto mAaiolo g omoiag AapPdavovtal umoyn
KPLTAPLO OTIWC, YLO TAPASELYUA, TO CUVOANQKTIKA TIpOTUTIA (oupmepLdopd) Tou TteAdTn
o0oov adopd TIG TANPWHEC, N afla TNG OXETIKAG cuvaAlayng, To i60¢ Tou mpPoidvTog Kot
To podiA Tou Sikalovxou.

- Me tov 0po aUAec kapTe¢ voeital AVon MAnpwHng mou Baciletal o kApTa, 0To MAAICLO
™G ormoiag Onuoupyeltal £vag eVOANOKTIKOG, TPOOWPLVOE aplOpdc KAPTOG e
TEPLOPLOUEVN TEPLOSO LoXUOG, TEPLOPLOUEVN XPNON Kol TPOKABOoPLOpEVO  OpLOo
Samavwy, mou umopel vo xpnolgomolnBel ylwa TV TPAyHATONOoINon ayopwv OTo
Sladiktuo.

- Me tov 0po AUOELC TopTOPOALOU voouvTal AUCELG TTou Ttapéxouv Tn duvatotnta os Evav
meAatn va katayxwpilel dedopéva mov adopolv £va 1| TEEPLOCOTEPA HECO TIANPWHWY
T(POKELEVOU va Tipofaivel oe MANPWUEG TIPOG SLAPOPEC EMXELPAOELG NAEKTPOVLKOU
gunopiovu.
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TitAoc Il — KateuBuvthpleg YPAUUEC OXETLKA UE TNV ACHAAELD TWV
MANPWHWV HEow Sladiktuou

Feviko mepipaAdov eAéyxou kot aodAaAelog

1. Ou NYN npénet va edapuolouv Kol v emavefeTAlouv TOKTLKA HLOL EMIONUN TIOALTIKA

aodAleLag yLo TIC UTNPEDIEG MANPWHWYV HEow SladiktUou.

1.1

1.2

H moALtikn aopAAeLaG MPEMEL va. lval SEOVTWG KATAYEYPOUUEVN KAl Vo etaveEeTAleTal
avVa TAKTA Xpovika Stacthpata (cuudwva Pe TNV KateuBuvtpla ypouun 2.4) kal va
gykplveTal amd ta avwrtota otehéxn Tng Oloiknong. Mpémel va B€tel otoXoUug
aodparelag kat va kaBopilel tn dtaBson avaAnPng Kvduvwy.

H moltikl aoddAelog mpénel va mpooblopllel poOAoug Kal appodLOTNTEC,
cupnepappavopévng g Aettoupylag Slaxeiplong tou KwvdUvou pe armeuBeiag
avadopd oto Alolkntikd JUUBOUALO, KOOWG Kal TIG YPOUUEG avadopdg ylo TIg
TIAPEXOUEVEG UTINPECLEG MANPWHWY UECW TOU SLASIKTUOU, CUUIEPAAUPBAVOUEVNG TNG
Slaxeiplong evaioBntwv Sedouévwv mMAnpwung écov adopd tv afloAdynon, tov
£AEYXO KOL TOV PETPLOOUO TWV KLVSUVWV.

2. OLNYN npénel va Slevepyouv Kal Vol TEKUNPLWVOUV aVOAUTIKEG afLoAoynoEeLg KlvdUvVou 6oov

adopd TNV achAAELd TWV TANPWHWY HECW TOU SLASIKTUOU KOL TWV cUVadWV UTINPECLWY,

TOO0O TPV amd TN SnuULoupyla TNG UTNPEoiag (1 TwV UTNPECLWY) 000 KAl VA TAKTA XPOVLKA

SlaoTAUATA 0T CUVEXELAL.

2.1

Ou NYN, péow tng Asttoupylag toug yla TN Slaxeiplon tou KvdUvou, TMPEMEL va
SlevepyoUv Kal va TEKUNPLWVOUV AeTTOopEPelG afloAoynoelg KvdUvou yla TIG
TIANPWHEG HECW SLASIKTUOU Kal TIC cuvadelg umtnpeoieg. OL NYM npénel va e€stalouv
TO ATMOTEAECUATA TNEG CUVEXOUG TIaPakoAoUBNoNG TwV anMelAwV KATA TG aohAAELOC
TWV UTINPECLWV TIANPWHWYV Héow Sladlktuou mou mpoadépouv 1 oxedlalouv va
npoodépouy, AapBavovrag untdPn i) Tig Texvoloykég AUOELG TTOU XpnoLUoToLouy, ii)
TLC UTINPEOCILEG TTOU avOBETOUV Og e€WTEPLKOUC TAPOXOUG KAl iii) TO TEXVIKO TtepBAAlov
Twv meAatwy. Ot MYMN mpémnel va eéetdalouv Toug KvSUVOUG OU CUVEEOVTAL WE TIC
ETUAEYUEVEG TEXVOAOYLKEG TTAOTHOPUEG, UE TNV APXITEKTOVIKA TWV £PAPUOYWY, UE TIG
TEXVIKEC KAl TIC POUTIVES TIPOYPAUUATIOHOU TOG0 amd TN Sikr Toug MAUpd’ 600 Kat

4'Ortu)§ n gvalobnoia Tou cuothuatog o emBéoelg udapmayng cuvodou (session hijacking), mpooBrikn kakoBoulou
kwbSwka SQL (SQL injection), emibeon péow éopng evepyelwv and &AAn tomoBeoia (cross-site scripting), umepxeilion
npoowpvng uvnung (buffer overflow) k.Am.
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and TNV MAEUPA TwWV MEAATWV TOUC,” KABWE KAl To AmoTEAEéoHAT TNG Sladikaoiog
mapakoAouBnong meplotatikwy achalelag (BAEne katevBuvtnpla ypouun 3).

Baoel twv avwtépw, ot MYMN mpénel va kabopilouv Katd MOCoV Kal o€ molov Baduo
evOEXETAL va amaltouvTal OAAAYEG OTO UTIAPXOVTA LETPA AohAAELAC, OTLG TEXVOAOYIEG
TIou Xpnotpormotlouvtal kot otig Stadikaoleg | TIg unnpeoieg mou mpoodEpovrat. OL
NYN nmpémnet va Aappfdavouv unodPn tov xpOvo mou amalteital yio TNV epapuoyn twv
oAAaywv (mepthapBavopévou Tou XpOvou TNG ULOBETNONG TOUG Ao TOUG TEAATEC) Kall
va Aopufdavouv Tta KATAAANAa TPOCWPWA METPA Yl TNV €Aaxlotomoinon Twv
TIEPLOTATIKWY AoPAAELOC KL ATTATNG, KAOWG KoL TWV EVOEXOUEVWY SUCAELTOUPYLWV.

H aflohdynon twv KwoUVwV TPETEL va KAAUTITEL TNV OVAYKN TPOOTAciog Kol
SlaodaAilong Twy evaiocOntwv Se80UEVWV TWV TTANPWHWV.

O NYN mpénel va mpoPaivouv oe emavefétaon Twv oevapiwv KvSUVOU Kal Twv
vdLOTAPEVWY PETPWVY aohAAELOC UOTEPA ATIO ONUOVTLKA TIEPLOTATLKA TIOU eMnpedlouv
TIC UTINPECLEC TOUG, TPV QIO TNV TIPAYHOTOTOINON ONUOVILKWY aAAaywv otnv
urodopn 1 oTic SLaSIKACLEG KAl LETA TOV EVIOTILOMO VEWV AMEAWY HECW SLASLKOCLWY
napakoAouBnong tou kwwduvou. EmumAéov, mpénel va Slevepyeital TouAdylotov pia
dopa eTnoiwg yevikn enavetetaon tng afloAdynong Tou kKwduvou. Ta amoteAéopata
TWV 0floAoYNOEWV KIVOUVOU Kal TwV EMAVEEETACEWV TIPEMEL VO UTIOBAAAOVTOL TIPOG
£YKPLON OTOL QVWTATO SLOLKNTIKA OTEAEXN.

3. OuL NYN npénet va Swaodalilouv Tn ouvenmn kol OAOKANPwWHEVN TapakoAouBbnon Katl

Slaxeiplon twv ouppaviwv achAAelOC, CUUMEPIAAUPBAVOUEVWY TWV KOTAYYEALWY TWV

TEAOTWY OXETIKA e Thv aodaleta. Ou MY mpémet va dnuioupyrioouv Stadikacio ylo tTnv

avadopd TETOLWV TEPLOTATIKWY oTtn  Slolknon Kal, oty TePUMTwon  CNUOVILKWY

TLEPLOTATIKWY A0PAAELAC TANPWUWY, OTLG APUOSLEC APXEC.

3.1

3.2

OL NYN mpémnel va edpapuolovv Stadlkacio ylo Tov €Aeyxo, TOV XELPLOUO Kal TNV
TAPAKOAOUONON TWV TIEPLOTATIKWY ACHAAELOG KOL TWV KATAYYEALWV TIEAATWV TOU
adopoulv Bépata achAAeLog Kal va avopEPouV Ta TTEPLOTATIKA aUTd otn Stoiknon.

OL NYN mpémnet va epappolouvv Sladkooia yla tTnv AUeEcn evNUEPWON TWV apUOSLWY
apxwv (dnAadn TwV EMOMTIKWY aPXWV KAl TWV apXwv mpootaciag SdeSopévwy), 6mou
UTLAPXOUV, OF TEPIMTWON ONUOVTIKWY TIEPLOTATIKWY aCPAAELNG TIANPWHUWY TIOU
oxetilovtal [ TIG MOPEXOUEVEC UTINPECLEG TANPWUWV.

5'Ortu)q Kivéuvol mou ouvééovtal pe TN xpnon €bopUoywv MOAUPECWY, TIPOCONKWY yLO TIPOYPAUUATA TIEPLHYNONG,
TAQLOLWY, EEWTEPLKWY CUVOECUWV K.ATL.
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Ou NYN npénet va edpapuolovv Swadlkacio yla tn ocuvepyooia He TIC appOSLEG
OLWKTIKEC apXEC Ooov adopd ONUAVIIKA TEPLOTATIKA OOPAAELAG TANPWHWY,
oupnep\apPavouévwy Twv mapaBLacewyv Twv SeS0UEVWV.

OL NYN nou amodéxovtal cUVAANQYEG e KAPTA TIPENEL, BAosl cUUBOONC, Va ATALTOUV
OO TIG ETUXELPNOELG NAEKTPOVIKOU gumopiou mou amobnkevouv, emefepyalovral N
SwafBalouv evaicBnta Sedopéva TMANPWUWY VA CUVEPYAIOVTIAL OE TEPUITWOELG
ONUOVTLKWV  TIEPLOTATIKWYV  a0PAAElQG  TANPWHWY,  CUPMEPLAAUBAVOUEVWV
napafLacewv Se60UEVWY, TOGO HE TOUG (6loug 600 KOl LE TIG QVTIOTOLXEG SLWKTLKEG
opxeC. Eav évag MYM Slamiotwosl OTL plo MIXeipnon nAekTpovikol gumopiou Sev
ouvepyaletal cludwva Pe Ta amattovpeva Bacel tng oupPBacng, TPEmel va AdBel
METPA yLO VO ETILBAAEL TN CUMPBATIKI) QUTH UTTOXPEWGN, 1] VA KOTOYYEIAEL TN cupBaon.

4. O NYN npénel va edappodlouv PETpa aodaAelag cUUGWVA HE TNV OVTIOTOLXN TIOALTLKN

aodalelag mou akoAouBoUV MPOKELUEVOU val LETPLALOUV TOUC KLYSUVOUG TTou evtoTtilovTal.

To HETPA QUTA TIPETIEL VOL EVOWHATWVYOUV TIOAATAQ entinedo acdpalelog, oto mAaiolo Twy

omoiwv n amotuxia Hiag YPOUUNAG GUUVOC QVTLHETWIIIETAL and TNV €MOUEVN YPOUUN

apuvag («etg Babog Guuva).

4.1

4.2

Katd tov oxedlacuo, tTnv avamtuén Kal Tn ouvtnpnon UTNPECLWY MANPWHWY LECW
Sladiktvou, ol NYN mpémet va Sivouv LSLaitepn MPocoyr) oTovV EMOPKA SLOXWPLOUO TWV
kaOnkovtwv ota meptParlovia  texvoloyiog tng TmAnpodopiag (TM) (my. Ta
neptBdAlovia avamtuéng, SOKLUAC Kal mapaywyng) kat otnv opbn edappoyn g
opXNG TWV «EAAXLOTWV TIPOVOLLWVY» W¢ BAcon yLa Th Xpnotr Sloxeiplon Tng ToOUTOTNTAS
kat TG mpdoBaonc®.

O NYN mpénetl va SlaBétouv katdAAnAeg AUoelg aopAAelag yla tnv mpootacia Twv
SIKTUWVY, TWV SLIKTUAKWY TOTIWYV, TWV €EUTINPETNTWY Kal TwV {eVEewV eMmikOVWViOC armod
TEPLOTATIKA Kataxpnong A and emibéosic. Ou MYN mpémetl va adoalpolv amd Toug
€EUTINPETNTEG OAEC TIC TIEPLTTEG AELTOUPYLEG TIPOKELMEVOU VAL TOUG TTPOCTATEUOUY (Va
TOUG KABLOTOUV MEPLOOOTEPO AVOEKTIKOUC) Kol va e€aleidpouv i vo LELWVOUV TA TPWTA
onpeia twv edpappoywv mou Kwduvelouv. H mpooPacn péow twv Sladopwv
edbapuoywv ota amapaitnta SeSopéva Kal TNYEC TPEMeL va dlatnpeital oto
omoAUTWE avoykaio eminedo, pe Pacn TV «opX TWV EAAXIOTWY TPOVOULWVY.
MPOKELEVOU VA TIEPLOPLOTEL N XPAON «TAQCTWY» SIKTUAKWY TOMWVY (TToU pLJoUvTaL
VOULUOUG SIKTuaKoUg Tomoug MYN), ol Siktuakol TomoL cuvaAAaywv TIou IPocdEpouy
UTINpeoieg MANPWHWY péow Sladiktuou mpémel va Slabétouy, yla TV Tawtonoinon
TOUG, TILOTOTIOLNTLKA EKTETAUEVNG ETUKUPWONG Ttou ekdiSovtal oto oévopa tou MYM ) va
edapuolouv AAAeg mapopoleg peBodoug Tautomnoinong.

® Kaoe TPOYPapMa KAl KABe TPOVOULOUXOG XPROTNG TOU CUOTHHOTOG TIPETEL VO AELTOUPYEL XPNOLUOTOLWVTAG Ta
el\dylota anapaitnta nmpovoula yla Tnv oAokArjpwaon tou €pyou tou. BAEme Saltzer, J.H. (1974), «Protection and the
Control of Information Sharing in Multics», Communications of the ACM, telxog 17, apiB. 7, o. 388.
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4.3  OLNYN npémnet va epappolouv kataAnAeg Stadikaoieg mapakoAolBnong, yvnAaolog
KOL TIEPLOPLOHOU TNG TpooPacng oes: i) evaioBnta dedopéva MAnpwHwy, Kot ii)
Kplowwoug AoylkoUG Kal ¢uolkoUg Topoug, Onwg diktua, ocuotnuata, PBAcelg
6ebopévwy, umoouotnuata acpaielag k.Am. Ot NYMN mpémnel va Snuoupyoulyv, va
amoBnkevouv Kat va avaAlouv KatdAAnAo apxeia kotaypadng Kot ixvn eAéyyou.

4.4  Katd tov oxeSLoopd’, TNV avamTusn Kat T CUVTAPNON UTNPESLWY TANPWHWY HECW
Sladiktvou, ot MYN mpémnel va Staodaiilovv OtL n ehaylotomnoinon twv dedopévwv®
ouvlotd ouclwdeg otoleio TG Paclkng AsltoupylkoTNTAG: N ouAloyn, n
Spopoloynon, n eneepyaoia, n anobrikevuon katy/f n apxsodétnon, kabwe Kot n
omelkovion euaiocbntwv Sedopévwyv TANPWUWV TPENMeL va  Slatnpouvtal ota
amoAUTwWE avaykaia emnineda.

45 Ta pétpa achdAelag yla TIC UMNPECieq MANPWHWY HEOW OSLabIKTUOU TPEMEL Vo
uroBaAovtal os SoklpéEG umo TNV emifAedn NG Asttoupyiag Siaxelplong tou
KWvOUVOU TPOKELUEVOU va SlaodaAileTal N avOeKTIKOTNTA KOL N OMOTEAECUATIKOTNTA
TouG. OAeg oL alayEg TIPEMEL va UTIOKeELVTOL og emionpn Sdtadikaoia Slaxelplong Twv
oAaywv mou va SachaAilel otL ol aAlayég mpoypappatilovral, untoBaiAovtal ot
OOKIUEG, TeKUNPLWVOVTOL Kol gykpivovtal Oeoviwg. Bdosl twv aAloaywv Tmou
T(PAYHATOTOLOUVTAL KAl TWV AmMelAwV yla thv aoddlela mou mapatnpolvtal, ot
SOKLUEC TIpEMEL va emovoAapPAvovtol ova TOKTA XPOVIKA SlooThuota Kal va
nepAapBavouv oevapla cuvadpwy Kal yvwoTtwy ribavwy embEcswy.

46 Ta pétpa aoddalelag tou MYN yla TIC UMNPECIEG MANPWHWY HECW SLASIKTUOU TIPETEL
va  eAéyyxovtal TeEPLOSIKA ywo vo  SaodaAiletal n ovOekTKOTNTA KAl N
QMOTEAEOHATIKOTNTA TOUG. H UAomoinon kat n  Aeltoupyiad Twv UNNPECLWY
SLOSIKTUOKWY TIANPWHWY TIPETEL emiong va eAéyxovtal. H cuyvotnta Kol n eotiaon
TWV EAéyXWV auTwv TpEnel va kobopilovtal AapBavopévwyv umoPn Twv OXETIKWV
KWOUVWV yla TNV aodAalela, Kat va eival avoaloyikéG TPog autouc. OL EAeyxol pEMEL
va Slevepyolvtal amd alOmoTtoug Kol aveEApTNTOUC EUMELPOYVWUOVES (E0WTEPLKOUG
N e€wTteplkolc), oL omolol Sev TPEMEL VO CUUHUETEXOUV KOTA KOVEVA TPOMO OTNV
avamtuén, tTnv eboappoyn 1 TNV AELTOUPYLKN SLOXE(PLON TWV TMOPEXOUEVWY UTINPECLWY
TANPWHWVY péow Sladiktuou.

4.7 e kaBe mepintwon omou ol MYN mpofaivouv o e€wteptkr avaBbeon KaBNKOVIWY ToOU
adopolv TNV aoPAAELd TWV UTNPECLWY TANPWHWY HECW OLASIKTUOU, N OXETLKN
cUUBaon mpémel va TepthapBAvel SLOTALELC TTOU va AALTOUV TN CUUUOPPWON LE TIG
OPXEC KaL T KATEUOUVTNPLEG YPAUUEG TTOU 0pilovTal OTLC TOPOUOEG KATEUBUVTHPLEG
YPOHUEG.

7 , , ,
Mpootaoia tng LBLWTIKOTNTAG €K TOU OXESLAOUOU.

8 , . , , , , . ,
H ehaxlotonoinon Twv S€80UEVWV TTAPATIEUTEL TNV TIOALTLKI) TTOU CUVIOTOTOL 0TN CUAAOYH TWV EAGXLOTWY QVayKOiwV
TIPOCWTTLKWVY OTOLXELWV Ta OTtola amalTtouvTaL yLa TV eKTEAEON pLag Sedopévng Aettoupylag.
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4.8 OL NYN mou mpoodépouv UTnpecieg amodoyng cuvaAAaywV e KAPTO TPEMEL BAOEL
cUMBAONG va amaLToUV Ao TIG ETUXELPROELG NAEKTPOVLKOU €UTIOpiou Tou xelpilovtat
(6nhadn amoBnkevouv, enefepyalovtal kat OStaBiBalouv) evaicbnto Sedopéva
MANPWHWYV va epappolouv HETPA aoAAELAG OTIC UTIOSOMECG TIANPOPOPLIKAG TOUC,
oUpdwva PE TIG KateuBuvtnpleg YpappeG 4.1 £wg 4.7, TIPOKELUEVOU VO OTTOTPETIETAL N
KAOTt TwV guailoBNTWY aUTWV SESOUEVWY TANPWHWY HECW TWV GUOTNUATWY TOUG.
Eav évag NYM Slamiotwoel OTL pla emyeipnon nAektpovikol gumnopiov Sev epapuolel
To amapaitnta pETpa aodalelag, TPEMEL va AABeL UETPA yla va eMIBAAEL TN
OUMBATLKA QUTA UTIOXPEWGN, 1 Vo KatayyelAel tn cuUPaon.

5. O NYN mpénet va sdappdlouvv Sladikooieg pe tig omoieg va Slaodpaliletal OTL OAsC oL
ouvalayeg, koBwg kat n pon enefepyaciag TG nAektpovikng efouclodotnong,
yvnAatouvtol £6vVIwg.

5.1 Ou NYN npénet va Staodpalilouv OTL N UTNPECLO TOUG EVOWMOTWVEL HUNXOVIOUOUG
aopAAelag yla Tn AEMTOUEPN Kataypadr tTwv SeSopEVwY TwV CUVAANAYWY KOl TwV
NAEKTPOVIKWV €€0UOLOSOTNOEWY, cUUTIEPIAAUBAVOUEVWY TOU aUEovTog aplBpol Twv
ocuvaAlaywy, xpovoodpayibwv yia ta Oebopéva Twv cuvollaywv, aAlaywv
TOPAETPOTIOLNONG, KABWC Kal TnG mpooPacng ota deSouéva Twv GUVAAAAYWY Kot
TWV NAEKTPOVIKWYV €€0UCLOSOTHOEWV.

5.2 OLNYN npénel va dtatnpouv apxeia kataypadrg Le Ta onoia va kabiotatal duvatn n
xvnAaoia omoiacdnmote mpooBbnkng, aAAayng n Staypadng twv SedSopévwy Twv
GUVOAAOY WV KOL TWV NAEKTPOVLKWVY E0VUGCLOSOTHOEWV.

5.3 O NYN mpémnel va avtAoUv Kal va avoAUouv ta Sedopéva Twv cuvallaywyv Kal Twy
NAEKTPOVIKWY g€ouctodotroewv Kal va dlachaAilouv OtL €xouv otn dLdbeor toug
gpyoleia yla tnv aflohoynon twv apxeiwv kotaypadnc. OL avtiotolxeg edpapuoyEg
TipEMEeL va eival Slabéoipeg povo os e€0UoL0S0TNUEVO TIPOCWTTLKO.

Ewdika pétpa eAEyxou Kot aodAAeLag yLo TG TANPWHEG HEGW SLadLlkTUou

6. H tautétnTa Twv MEAATWY TIPEMEL va e€aKPLPWVETAL SEOVTWE CUUPWVA LLE TNV EUPWTIAIKN
vopoBeoia ylo TNV KOTAMOAEUNON TNG Vopomoinong €00dwv amd TapPAVOUES
5pactnPLOTNTES Kat va ETBEBALWVETAL N BOUANGN TWV TTEAATWV VOl TPOBOVV GE TANPWHES

o Mapadeiypatog xaptv, odnyia 2005/60/EK tou Eupwmnaikol KowvoBouliou kat tou ZupBouliou, Tng 26ng Oktwppiou
2005, OXETIKA We TNV TPOANYPN TNG XPNOLLOTOINoNG TOU XPNHATOMIOTWTIKOU CUCTAUATOG yLa T VOULOTOinon €608wv
and MOPAVOUEG SpacTNPLOTNTEG Kat TN Xpnuatodotnon tng tpopokpatiag. EE L 309 tng 25.11.2005, 0. 15-36. BAéne
emniong tv odnyla 2006/70/EK tng Emitpomig, tng 1ng Auyoucotou 2006, yla tn Bfomion UETPWY ePapUOYAS TNG
odnylag 2005/60/EK tou Eupwrmaikol KowofouAiou kat tou ZupBouliou 6cov adopd Tov 0pLopd TOU KTTOALTLKWS
€KTEDELUEVOU TTIPOOWTTOU» KOLL T TEXVLKA KPLTAPLA yLa TNV EapUoyn TNG AMAOUCTEUUEVNG SE0UTaG EMLUEAELAS WG TTIPOG
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pHEow BLadIKTUoU HE XPAON TWV UMNPECLWV TPV omd TNV mapoxn mpocfacng oTLg
unnpeocieg autég. OL MYM TPEMEL va TAPEXOUV EMOPKN TIPONYOUEVH, TOKTLKA 1, KATA
nepinmtwon €8KA EVNUEPWON OTOV TIEAATN OXETIKA HE TG avaykaieg mpolnoBeoelg (m.x.
e€omAlopog, Sladikaoieg) yla tnv ektéheon acdoAwv TPAEEWV TANPWUNAG HECW TOU
SLabIKTUOU KABWG KA OXETLKA LE TOUG EYYEVELG KIVEUVOUG.

6.1 O NYN mpémel va Staodaiilouv otL £xouv epapuoatel OAeg ol Sladikaocieg déovaoag
ETUUEANELOG WG TIPOG TOV TEAATN Kal OTL 0 TIEAATNCG €XEL TAPACXEL €MaApK Eyypada
tavtdtntac™ kot oxetkéc mAnpodopiec mpotol xopnynBei oe autdv mpdoBaon oTig
UTNPEGLEC TANPWHWV Héow Stadiktuou™.

6.2  OLMYN mpénet va Staodaiifouv 6Tt n mponyoUpevn evnpépwon’ mou mapéxetal oTov
nieAatn mepAapBavel AemTopuépeleg TToU 0popolV ELBIKA TIC UTINPECLEC TIANPWHWV
péow OStadiktiou. It mAnpodopieg autég mpémel va mepllapfavovral, Kotd
nepintwon:

ocadeic mMANPodopLleC OXETIKA LE TUXOV ATTALTHOELS 000V adopd Tov EOMALOUO, TO
Aoylopko A GAAa amnapaitnta epyadeio mou mpenel va Slabétel o meAdtng (.
AOYyLOULKO TpooTaciog amo oug, teixn mpootaciog)-:

- KOTEUOUVTHPLEG YPOUUEG Yo TNV opbn kot acdaln xprnon €EQATOUKEUUEVWV
Slamioteutnplwv achaieloc:

- avolutikn meplypadn kdbe otadiov g Stadkaoiag yla tTnv UTOBOAN Kal thv
gykplon mpAgng mMANPwuNAG oamd tov meAdTn kayn tn AnPn mAnpodoplwy,
ouPTEPIAABOVOUEVWY TWV CUVETIELWV KABE evépyelogc:

- KATeuBuVTNPLEG YPAUUEG yia TNV opBn Kal acdaAr) xprion KaBe UALOUKOU Kot
AOYLOLLKOU TIOU TTAPEXETAL OTOV TTEAATH:

- oL 8ladikaoieg mou TpEMeL va akoAouBouvtal og MePIMTWON AMWAELNG | KAOTING
TWV eCOTOULKEVUUEVWY SLlamIoTEUTNPIWY aodAAElG | TOU UALOULKOU f Tou
AOyLopLKOU TOU TEAATN yLa TNV €l0080 OTOV SIKTUAKO TOTO I ylot TNV EKTEAEON
MPGEewv MANPWUAC:

Tov meAdTn kal tnv edapuoyn TG €€aipecng ot TEPUTTWOEL] AOKNONG XPNMATOTLOTWTKAG Spaotnplotntag oe
TepLOTAOLOKA A TTOAU Tteploplopévn Bdon. EE L 214 tng 4.8.2006, . 29-34.

10 MNapadeiypatog xapv, dtapatrplo, eBvikd eltio TautdTNTAG 1 IPONYUEVN NAEKTPOVIKNA UTtoypadH.

My suasikaoia e€akplBwaong tng tAUTOTNTOC TOU TEAATN edapudletal pe tnv emdpUAAEn TUXOV €€alpECEWY TIOU
npoPAEmovtal otnv LoxUouoa VOuoBeoia ylo TNV KOTAMOAEUNON TNG VOULUOTOiNoNG €008WV OO TOPAVOUES
Spaotnplotnteg. OL NYN Sev umoxpeolvtal va Slevepyolv xwploth Sladikaoia eéakpifwong Tng tautoTNTAG TOU
TEAATN yLa TIG UTNPECIEG MANPWHWY HECW SLadLlkTUoU, UTIO TNV TPOUTOBECN OTL N TAUTOTNTA TOU €V AOYWw TteAdTn €XEL
nén eéakplBwbel, m.x. oto MAaiclo GAAWV UPLOTAUEVWY UTINPECLWY TIOU OXETI{OVTaL UE TTANPWUEG 1 YLl TO AVOLyHa
Aoyaplacpou.
12 . . . . . , , .
H ev Ayw evnuépwon oupminpwvel to &pBpo 42 tng odnyiag yla TG UMnpecieq MANPWUWY ©To oOmoio
nipoadilopiovratl ot mAnpodopieg mou o NYMN mpémel va mMapEXeL 0TOV XPAOTN TG UTNPESiag MANPWUWY TPV amd tn
cuvayn cUUBACNG yLa TNV TTOPOX UTINPECLWY TANPWHLWV.
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- oL Sdlodkaoleg mou mpEnel va akoAouBoulvtal edv eviomiotel | eyepBel umovola
yla kataxpnon:

- meplypadr Twv appodlotNTwyV Kol Twv guBuvwv tou MYM Kal Tou TEeAATN
avTLotolYwg 600V adopd tn Xpron tg UTnpeciog MANPWHWY HECW SLadLKTUOU.

OL NYN mpénel va Stacdalilouv OtL otn cUUBACNH-TTAQLCLO TTIOU GUVATTETAL UE TOV
niehatn Steukpuviletal otL o MYN propel va avaotellel TNV €KTEAECN OUYKEKPLUEVNG
MPAENG i TN XPiON TOU MEGOU TANPWHAG: yla AOYous aoddAelag. £Tn ouupoon
Tpénel va tpoadlopilovral n nEBoSOC Kal oL Opol eldomoinong tou meAdtn Kabwg Kal
0 TPOTOG E TOV OMOi0 0 MEAATNG UIMOPEL va emikowvwvel pe tov MYM TpoKeLUéEVOL O
televutaiog va Apel TNV avacoTtoAn eKTEAEONC TNG TPALNC 1 TG Ultnpeoiag MANPWHUAC
péow Stadiktuou, cupdwva e TV odnyla yLo TIG UTINPECIES TTANPWHWV.

H évapén mAnpwpwv péow Stadilktiou, KabBwg Kal n mpocPacn oe svaiodBnta Sebopéva

TIANPWHWVY, TIPETEL VO TIPOOTATEVETAL LECW TNE LOXUPNE TOwTomoinong Twv meAatwy. Ot MYMN

npénel va epapuolouv dadikacia Loxupng Tavtonoinong Twv meAatwyv oludwva UE TOV

OPLOWO TIOU TIAPEXETAL OTLG TTAPOUOEG KOTEUBUVTAPLEG YPOLULEG.

7.1

[uetadopd mictwong/nAektpoviky efouclodotnon /nAektpovikd xpnual Ou MYN
MPENEL va mpoPaivouv oe oxupn Tautomoinon Tou TEAATN yla TNV £yKPLOn TWV
npafewv TANPWUNAG HEow Slabdlktiou Tou TEAGTN (cupmepAaUBOVOUEVWY
opadomotnuévwy petadopwyv MioTwong) Kol ywa Thv €kdoon 1 thv Tpomomnoinon
NAEKTPOVIKWY ££0UCLOS0TNOEWY ApEDoNG XpEwaont. Qotoco, ot MYN Ba pnopovoav va
£€eTAOOULV TO VOEXOUEVO BEOTILONG EVOANAKTIKWY LETPWVY TAUTOTMOLNONG TWV TEAXTWV
yu:

- efepxOUEVEC TIANPWUEG Ot €mLoToug SlKaloUXoug Tou TepAapPdavovtal oe
TMPOUTIAPXOUOEG ASUKEC ALOTEC YLO TOV GUYKEKPLUEVO TIEAATN:

- mpaelg petafd dVo Aoyaplacpwv Tou (Slou MEAATn Tou TnpouvTal otov i6Lo
nyn-

- uetadopég evtog tou bou MYN mou Sikatoloyolvtal Bdost avaAuong tou
KwdUvou g cuvoAlayng:

- TMANPWHMEG HIKPNG atlag, omwg avadépovial otnv odnyla yla TIG UMNPEOLE
TANpwHWV™,

3 Baéne apBpo 55 TG 0dnylag yla TG UNMNPECIEG TIANPWWY, OXETIKA KE TOUG TIEPLOPLOUOUG TNG XPHONG TOU HECOU

TANPWHWV.

% Bréne Tov OPLOKO TWV HECWV TMANPWHWY MIKPAG aflag oto apbpo 34 mapdypadog 1 kat oto apbpo 53 napaypadog 1
™G odnylag yla Tig uTtnpecieg MANPWHWV.
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Mo tnv anoktnon npocfaong os evaiodnta dedopéva MANPWUWYV 1 TV TPOTonoinon
Tou¢ (oupmephapfavouévng TG Snuoupylag Kal Tng TPOMomoinong ASUKWY ALOTwV)
amalteltol oYupn toutomoinon Tou TEAATN. TG TEPUTTWOEL; Omou &vag NYM
npoodEPeL ApUlYwWS CUUPBOUAEUTIKEG UTtnpeoieg, xwplc va sudavilovral svaiodnteg
TANPodOPIEG OXETIKA HUE TOV TEAATN 1 TIG TMANPWUEG, ONMwG Oedopéva KAPTWV
TMANpwUwWyY, mou Ba pmopoloav €UKoAO va xpnotpomnownBouv ywa va Siampaxdei
andtn, o MYN pmopel va mpooapuolel TIG AMALTAOEL Tautonoinong pe Bdaon tnv
afloAoynon tou Kivduvou mou Slevepyel.

[kaptec] MNa TG Mpatelg MANPWUWV PE KapTa, OAot ot MYN mou ekdidouv KAPTEG TTPETEL
va UTtootnpilouv cUCTAUATA LOXUPNE TAUTOMOINoNG Tou KaTdXou tng Kaptag. OAsg oL
KAPTEG TIOU ekdidovTal TIPEMEL va elval TEXVIKA ETOLUEC (KATAXWPLOMEVEG) yLa Xpron
pe dladikaoia Loyupng tTavtonoinong.

[ka&pTeg] OL NYM mou mapEXouv UTINPEGLEC AmoSoX G CUVAAAOYWY LE KAPTO TIPETIEL VA
urtootnpilouv texvoAoyleg mou EeMITPENMOUV OTOV €KkdOTN va epoapudlel Sadikaoia
LOXUPNG TOUTOMOLNONG TOU KOTOXOU TNG KAPTOG yla TO. OXAMOTA KAPTWV ota omola
OUUUETEXEL O OIMOSEKTNG.

[kaptec] OL MYN mou mpoodEPouv UTNPECLEC amodoxn§ cUVAANAYWV LE KAPTA TIPETEL
VO amoLtoUV amo TIG EMIXELPAOELG NAEKTPOVIKOU gumopiou va umootnpilouv AUGCELG
TIOU ETUTPEMOUV OTOV €K8OTN va SLlevepyel LOYupr TOUTOMOLNGN TOU KATOXOU TNG
KAPTAG yla OUVOAAOYEG He KAPTO HEOw Tou Oladilktuou. To evlexOUevo Xprnong
EVOANOKTLKWV PETPpWV TauTtomoinong Ba purmopouos va e€etaotel yla mMPoKaBopLOoHEVEG
Katnyopieg ouvallaywv xapnAoU kwduvou, T.x. Baosl avdAuong tou KwdUvou Tng
ouvaAAaync, N yla mpagelg mou adopolV MANPWHESG MIKPAG aglag, Oomwe avadEépetatl
oTnV 08nyla yLa T untnpeoieg MANPWHUWV.

[kapteg] Mo to oxAUaTO KOPTWV MANPWHWY Tou SEXETAL N UTnpecia, oL mapoyol
«AUOEWV MOPTOPOALOU» TIPETEL VAL ATTALTOUV LOXUPH TAUTOMOLNON TOU TIEAQTN Qo Tov
£Kk6OTN OTAV O VOULUOG KATOXOC KaTtayxwpllel yia mpwtn ¢popd Ta oToLXEla TN KAPTAC.

OL mapoyol «A\Uoewv moptodoAlol» TPEMEL va UTIOOTNPI{OUV T SLOSIKAGLES LoYXUPNG
TOUTOMOLNONG TOU TIEAATN OTAV OL TIEAATEG ELOEPYOVTAL OTOUC SLKTUAKOUE TOTIOUG TWV
UTINPECLWV TANPWUWV pEow AUoswv ToptodoAiol | mpoPaivouv o CUVOANQYEC e
KOpTa HEOw TOUu Olabiktiou. To evlexOUEVO XPAoNG eVOANAKTIKWY HETPWV
tavtonoinong Ba upmopoloe va efetaoctel yla TPokaBopLopEvEG Katnyopleg
cuvaAlaywv xapnAou kwvduvou, m.y. Baoel avaluong tou KwvdUvou tng cuvoaAlayng, n
yla mpAgelg mou adopolv MANPWHEG UKPAC aflag, Onwg avadEpetal otnv odnyia yla
TIG UTtNPECieg MANPWHLWV.
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7.8  [kapteg] Ma TIg AUAEC KAPTEC, N APXLKN KATOXWPELON TIPETEL VO TIPAYLATOTIOLETAL OF
aodaréc kat afdmioto mepBdMov®. H oxupr Tautomnoinon tou meAdTn MPEMEL va
glval umoypewtikn yla t Stadikaocio dnuloupylag Twv OTOXELWV TNE QUANC KAPTOAG
gav n kapta ekdidetal oe SLadIkTuoKo TeplBAaiAov.

7.9 OuLNYN npémnet va Staopahilouv Tn 6€ouca SLePr TAUTOMOLNGCN KATA TNV EMLKOWWVLA
TOUC HE ETMXELPNOELG NAEKTPOVIKOU EUTOPIOU yla TOUG OKOmoUG TnG €vapéng
TANPWHWY PEow SLadIKTUOU Kal TNG TpooBaong os evaioBnta SeSouéva MANPWHWV.

8.  OLNYN npémet va dtaopaAilouv OTL n eyypadr) Tou TTEAAGTN o epyaAsia Tautomoinong, Kot n
QpXLKN TTapoxn Twv gpyalsiwv auTwy, To omoio amaltouvTal yla T Xprion TnG UTNPEciog
TMANPWHWY péow Sladiktuou Kal/p n mapddoon AOYLOUIKOU OXETIKOU HE TLG TIANPWHEG
otoug mehateg Ste€ayetal e aodpair TPOmo.

8.1 H eyypadn oe epyalela toutonoinong Kal/n AOYLOULKO OXETLKO HE TG MANPWUES TIOU
napadidovtal oTov MEAQTN KOl N TAPOXN QUTWV TPEMEL va TTANPOUV TIG aKOAOUBEG
npolUmoBéoelg.

- O oxetikég Sladikooieg mpémel va Slevepyolvtal o aohoAEG Kol ofLOTLOTO
nieptBarlov, AapBavopévwy tautdxpova umoPn twv mbovwv KwdUvwv Tou
QTOPPEOUV ATIO CUCKEUVEG TIOU SEV UTTOKELVTAL OTOoV £Agyyxo tou MYN.

- MNpénel va edpapuolovrol amoTeAsOUATIKEG Kal aodaleic Stadikaoieg ya tnv
napddoon efoTOUKEVPEVWY Slamioteutnpiwv aoddAslag, Tou AOYLOULKOU ToU
oxetiletal pe TIC MANPWHEG KAl OAWV TWV EEOTOMLKEUMEVWY CUOCKEUWV TIOU
oxetilovtal pe TIC MANPWUEG Héow SladiktUuou. To Aoylopiko mou mapadidetal
pHéow Tou Sladiktuou mpénel emiong va pépet Tnv Yndlakr umoypadr tou MYN
WOTE va MapEXETaL N SuvatotnTa oToV EAATN Va EUKPLPWVEL TN yvNoLOTNTA Kal
OTL bev €xeL maparmolnBel.

- [kapteg] Ma cuvaAlayég pe KAPTA, 0 TIEAATNG TIPETEL VOl £XEL TV SLUVATOTNTA VAl
eyypadel yla oxupn Tautomoinon avefaptnTwE ULOG OUYKEKPLUEVNG QyOPAS
péow  Sladlktuou. T TEPUTTWOEL Omou TpoodEpetal  Suvatotnta
gvepyomoinong oto mAaiolo ayopwv HECw OlAdIKTUOU, OUTH TIPEMEL va

15 . . , , , . , ,

NeptBarhovta und tnv €uBUvn tou MYM, oto mMAaiowo twv omoiwv efacdaAilovtal n emapkng Tautonoinon Tou
mieAdtn kot Tou MYM Tou TPOOHEPEL TNV UTNPECLO KAL N TPOOTACLO TWV EUTLOTEVTIKWV/EuaioOntwy mAnpodopLwy,
elval ta €€A¢: i) oL eykataotdoelg Tou NYN: ii) SIKTUAKOG TOTOG EKTEAEONG TPATIEUKWY £pyaCLWV Péow Sladiktuou n
GA\oG¢ aodaAnig SIKTuakOg TOmog, T.X. otnv Tmepimtwon oOmou n apxf SlakuBépvnong mpoodépel mapduola
XOPOKTNPLOTIKA aohAAeLlag, PLETAED AAAWY, OMWE aUTA Tou opilovtal otnv KatevBuvtpla ypauun 4- n iii) unnpeoieg
OQUTOUATWY TAUELOAOYLOTIKWY NXavwv (ATM). (2tnv mepintwon twv ATM, amatteital Loxupr TauTonoinon tou mehdtn.
Auti ouvhBwg Tmpayuatomolsital  MECW  MLKPOEMeEEpyaoT KAl TPoowriikol  KwélkoU  avayvwplong N
ULKPOETEEEPYAOTH KAL BLOUETPLKWY CTOLXELWV).
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TPAYUOTOTOLE(TAL He avakateVBuvVon Tou TEAATN ot aodaléc Kal aflomioto
nieptBaAlov.

[kaptec] Ou ekdOTEG MpEMEL va evBappUVOUV evepyd TNV gyypadn TOU KATOXOU TNG
KAPTAG YL LOXUPH TAUTOTOINON KOL VO EMLTPEMOUV OTOUG KOTOXOUG KAPTOG va
TLAPAKAUTITOUV TNV gyypadr) LOVO CE TEPLOPLOUEVO OPLOUS €EALPETIKWY TIEPUTTWOEWV
Omou autod Sikaloloyeltal amd Tov Kivduvo TOU CUVOEETOL HPE TN OUYKEKPLUEVN
cuvaAlayn Le KapTa.

O NYN mpénel va neplopilouv tov aplBud twv nmpoomnabelwv cuvdeong 1 Tautomnoinong, va

0pllouv KOVOVEG YL TO XPOVLKO OpLo cUVOEGNC OTIC UTINPECieC MANPWHWY Héow SladikTuou

KoL val BETouV Xpovika Opla yla Th SLapKeLa LoxUog ThG TauTomoineng.

9.1

9.2

9.3

Otav xpnolpomoleitol KwSIKOG avayvwplong Hiog Xprnong yla Toug okomoUG TNG
tavtonoinong, ot NYMN mpénel va StachaAilouv OTL N MePlodog LoXUOC TwV eV AOYwW
KWLKWV avayvwpLong meplopiletal auotnpd oto EAAXLOTO avaykaio.

OLNYN mpémnel va 0pilouv Tov HEYLOTO aplBUO amoTUXNUEVWY TTPOCTIABELWY ELOOSOU 1
Toutonoinong, HUETA Ttov omoio n mpocPacn OtV UMNPECLO TANPWUWV HECW
Slabiktiou avaotéAetal (mpoowplvd i povipa). Mpémel va edpapuolouv acdaln
Sladlkaola yla TNV €K VEOU EVEPYOTOLNON TWV UNNPECLWY TIANPWUWYV HECW
SLab1kTUOoU TToU £X0UV AVOOTAAEL.

OL MYN mpénel va opilouv TN HEYLOTN XPOVLIKH Tiepiodo PETA TO MEPAC TNG Omolag oL
adpavelg OUVOEODELS OTIC UMNPECIiEG MANPWHWY HECW Sladlktuou Teppatilovral
OUTOMATWG.

Ot pnxaviopol mapakoAouBnong Twv cuvaAloywyv ToU €Xouv OXeSLAOTEL yla TNV PoAnyin,

TOV EVTOTUOMO KOL TNV OVOOTOAN €KTEAEONG TAPAVOUWV TMPALEWV TIANPWUNAG TIPEMEL VAl

TiBevtal og Asttoupyia mpLv amod tnv tehkn éykplon tou NYM- cuvaAAayég tou Bswpolvtal

Umomnteg 1 uPnAol KwdUVou TPEMEL va UTIOKelvToLl o €SIk Stadlkacia gAéyxou Kal

alohoynong. looSuvapol pnxaviopol mapakoAouBnong tng aoddAlelag Kal €ykplong

TPEMEL va epapuolovTal KoL Yl TNV £KS0on NAEKTPOVIKWVY E€0UCLOSOTHOEWV.

10.1 O NYN mpéneL va XpNoLylomololV cUCTAHATA avixveuong Kal mpoAnyng tng andtng

YlOL TOV EVTOTILOUO UTIOTTWY GUVOAAQYWVY TIPLV Ao TNV TEALKA €YKPLON TWV TPALEWV N
TwV NAskTpovikwv gfouatodotriioewv amo tov NYM. Ta cuoTAUATO AUTAE TPETEL va
Baoilovtal, ylo mapadelypa, o€ MAPAUETPOTOLNUEVOUG KAVOVEC (OMwG Halpeg AloTeg
ME OTolXEla KAPTWV Tou €xouv OSlappelosel | KAamel) kal va mapakoAouBolv
oouvnbloto mPOTUTIAL cUUTEPLPOPAG TOU TtEAATN I TNG CUOKEUNG TpooBacng Tou
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neddtn (6mws aMayrn g StelBuvong mpwtokoAou (viepvet (SevBuvon IP)'° R
nieploxng SteuBuvoeswv IP katd tn Slapkela tTNg cUVEEDNG OTNV UTNPECLO TTANPW LWV
péow Sladlktiou, n omola eviote eviomileTal HECW €AEYXWV YLOL TOV EVIOTUOMO TNG
yewypadkic Oéong tng Sevbuvong IP, Y aouvriBelc Katnyopieg emixelpricewv
NAEKTPOVIKOU €umoplou yla €vav OUYKEKPUUEVO Tiehatn f acuvhnBlota Sedopéva
ouvalhaywv K.AT.). Ta ouoTAUOTO OUTA TIPEMEL ETiONG va eival o B€on va evtonilouv
evbeielg mpooPfolng amd KakOBoUuAo AOYLOUIKO Katd T Stapkela tng ouvdeong (m.x.
avayvwplon umoBoAnG oToelwv Yéow autopatng 6éoung evtohwv (script) avtl ano
avOpwro) Kol yvwotwv oevapiwv oamdtng. H éktaon, n TOAUTAOKOTNTA KAl N
Suvatotnta npocappoyng Twv AVCEwV mapakoAoUBNnong TPETEL va elval avaAoyeg Ue
TO amotéAeopa TG aloAdynong Tou KLvdUVoU Kal TauToXpova va oupopdwvovTal Ue
TN OXeTKN vopoBeaoia yia tnv npootacio Twv dedopévwy.

OL NYN mou amnodéyovtal unnpeoiec ouvallaywy Pe KApta MPEMEeL va ebapuolouvv
OUOTAUATA EVTOTILOMOU Kal TTPOANYNG TNC AMATNG TIPOKELUEVOU va TtapakoAouBouv
TIC 5PACTNPLOTNTEG TWV ETILXELPNOEWV NAEKTPOVLKOU gUmopiou.

OL NYN mpémet va Sie€ayouv omoladnmnote dadikaoia eAéyxou Kal afloAdynong tng
ouvaAlayng evtog eUAOYOU XPOVLKOU SLOOTHUATOC, TIPOKEIUEVOU va Unv KaBuotepouv
adkaloAoynta TNV €vapén Kat/n tnv eKTEAECN TNG OXETLKNG UTtNPeoiag MANPWUNG.

ITIG MEPUMTWOELC Omou o NYM, cludwva Ue TNV TOALTIKA KIvSUVOU Ttou 0KoAouBEld,
anodacilel TNV avaotoAr eKTEAEONC LG TIPAENC TTANPWHAG N oTola €XeL EVIOTLOTEL
w¢ TuBavwg mopavopn, o MYMN mpénel va SlatnprosL TNV avaoTtoAn yla 6co to duvatdv
OGUVTOUOTEPO XPOVIKO Sldotnua LEXPLS 0Tou emthuBoulv ta {nthpata achaAeLlag.

11. Ta evaiocBnta Sedopéva MANPWHWY TIPETEL VO TIPOCTATEVOVTAL KATA TNV anobrkeuaon, tThv

enefepyaocioa n t StaBifacr) toug.

111

11.2

OAa ta 6edopéva TOU XPNOLUOTIOLOUVTOL IO TNV avayvweLon Kol TV Tautomnoinon
Twv TeAatwy (T.X. Katd tnv €loodo, katd TNV €vapén MANPWUAC pHéow Sladiktuou,
Kobw¢ kol katd tnv £kdoon, Tpomomoinon A akUPWOn  NAEKTPOVIKWV
gfouaolodotioswy), onwce emniong kat n Stemadn tou mehdtn (Siktuakdg tomog MYN A
emnxelpnong nAekTpovikoU gumopiov) mMPENEL va mpootatelovtal SEOVTWE amo KAomh,
un e€ovolodotnpévn mpooBacn r Tpomonoinon.

Ou NYN npénet va Staodalilouv ot1L, 6Tav avtaAldcoovial svaicOnta dedopéva
MANPWHWY  HECw Tou  Olabiktiou, edapuoletal achoAnG  SLOTEPUATIKN

16 . , . , , , , , , ,
H &ievBuvon IP eival évag povadlkdg aplOunTikog KwdKOG Tou avtiotolxel o€ KABe umoAoylotr) Tou eival
ouvdedepévog oto Sladiktuo.

Me évav éleyxo yewypadikol evtoropou StevBuvong “Geo-IP” efakplpwvetal katd mooov n xwpo €kdoong
avtiotolxel otn StevBuvon IP amod tnv onola 0 XPAoTNG EMIXELPEL TN cUVAAAQy).
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KpUTTTOYpAPnon *® HETAEY TwV HEPWV TIOU EMUKOWWVOUV KaB' OAn T SLdpKela TG
ouvbeang, MPoKeLUEVOU va Staodalilovial N EUMIOTEVTIKOTNTA KoL N AKEPOALOTNTA TWV
6ebopévwy, UE TN XPNON LOXUPWV KOL EUPEWC QVOYVWPLOUEVWY TEXVIKWV
Kpumtoypadnong.

11.3 Ot NYN mou mpoodépouv umnpecieg amodoxng cuvaAlaywv PE KAPTO TIPEMEL Vo
evBappUlVOUV TIC ETIXELPNOELS NAEKTPOVIKOU EUMOPIOU va PNV amoBnkeuouv Tuxov
guaiodnta Sedopéva MANPWHWY. ITNV TEPUMTWON TIOU EMLXELPHOELG NAEKTPOVIKOU
eunopiou Sraxepilovtal, &nAadn amobnkevouv, enefepyalovialr n Safipalouv
guaiobnta dedopéva mMANPwWUWY, ot ev Aoyw MNYM mpénet Baocesl ovuPaong va
omaltouy omd TG EMUXEPACELS OQUTEG va edapuolouv Ta amapaitnto PETpA
npootaociog Twv dedouévwy autwv. Ot NYM mpémnet va SlevepyoUV TAKTLKOUG EAEYXOUC
KoL gav évag MYM Slomotwoel OTL emXeipnon NAEKTPOVIKOU €gumopiou n omoia
Slaxelpiletal evaiobnta dedopéva MANPWHWY eV epapUOleL T OmALTOUHEVA HETPA
aopaAelag, TPENEL va TPOPEL O eVEPYELEG yla TNV EMLBOAR TNG CUUPBATIKNACG QAUTHAG
UTIOXPEWONG N va Katayyelhel tn cUpBaocn.

%o 0poG «SloTEPUATIKY KpuTttoypddnon» avadEpeTal TNV Kpumtoypddnon MoU TPAYHATOMOLETAL EVTOG 1) OTO
TEPUATIKO OUOTNUA TIPOEAEUONG, HE TNV QVTIOTOLXN QMMOKPUTTOYPAdNon va TPOYUATOMoLEital Povo evtog i oTo
TEPUATLKO cUOTNUA TipoopLapov. ETSIEN 302 109 V1.1.1. (2003-06).
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EvawoOntomnoinon, ekmaidsuon Ko EMKOWVWVLA LE TOUG TTEAATEG

12. OLNYN npénel va mapgxouv BonBeta kat kabBodnynon otoug MeAATeS, OMou amaltteital, 6oov
adopad TNV aohaArn Xprion Twv UTINPECLWY MANPWHWV LEow Stadiktuou. OL MYN npénel va
ETILKOLVWVOUV HE TOUG MEAATEC TOUG LE TETOLO TPOTIO WOTE VA TOUG SLaBePalwvouy we mpog
TN YvNoLloTNTO TWV UNVULUATWY TIou AapBdvouv.

12.1 Ot NYN mpémnel va mapéxouv Touldytotov évav aodolri Siowlo ¥ cuveyolc
ETUKOLVWVIAC [E TOUG TTEAATEG OXETLKA HE TNV 0pBON Kal aodaln xprion Tng unnpeaciag
TANPWHWY péow Stadiktuou. O MYN TPEMEL va EVNUEPWVOUV TOUG TIEAATEC yLa TOV
Slaudo autov kal va g€nyouv OtL KABs PAVUUA TIOU aIOOTEAAETAL €€ OVOLOTOG TOU
MYN pe omolodnmote GAAO HECO, OMWG PE UAVUMO NAEKTPOVIKOU Taxudpoueiou, To
orolo adopd tnv o0pbn koL achoAr xprnon TNG UMhpeciag TANPWHWY HECW
Stadiktuou, dev eivat aflomioto. O NYM npenel va e€nyel:

- 1tn Swadikacio mou mpEnel va akoAouBoUv ol TEAATEG yla va avadEpouv oTov
MYN (umdvoleg yla) MOPAVOUEG TANPWUEG, UTIOMTO TEPLOTATIKA I QAVWUOALEG
KOTA TN SLAPKELA TNEG OUVEEDNC OTLG UTINPECLEG TIANPWHUWV HECW TOU SLadikTtuou
kat/r) TOAVEC AMOTELPES “KOWWVLKAC UNXAVIKAS” 2.

- Ta enmopeva Bruata, dnAadn tov Tpomo Ue tov onoio o NYN Ba amavtrjosl otov
TeAdTn:

- Tov tpdmo pe Tov omoio o MY Ba evnUePWOEL TOV TIEAATN OXETIKA UE (mBavig)
TapAvVoUEeC cUVOAAAYEC N TN amotuxia évapEnc toug, 1 Bo mposldomolnosL Tov
TEAQTN OXETIKA PE TNV eKONAwON €mBE0ewV (TLY. NAEKTPOVIKO «PAPEUA» LE
puNvUL pato NAEKTpovIKoU Taxudpopeiou).

12.2 Méow tou aocdalrol¢ StavAou, o MYIM mpeémel va tnpel TOUg MEAATEG EVAUEPOUC
OXETIKA HE EVNUEPWOELS TwV Sladikaolwv achaielag 6oov adopd T UNNPECieg
TANPWHWY HEOW SLabktuou. TuxOv TIPOELOOTOLACELC OXETIKA HE ONUOVTIKOUG
avaduopevoug Kvduvoug (T.X. TPOELSOTIOLNOELS OXETIKA ME XPNON «KOLWVWVIKNG
MNXOVIKAG») TIPEMEL eMiong va apéxovtal LEoW Tou aodaioug Stavlou.

12.3 OLNYN npénel va mapéXouV UTNPECLEG EEUMNPETNONG MEAQTWV yLa OAA TO EPWTHOTA,
TO TAPATOVA, TA OLTHUATA UTIOOTHPLENG KAl T YVWOTOMOLNOELS VLo QVWUOALEG N
TEPLOTATIKA TIOU ahOpPoUV UTNPECLEC MANPWHWY HECW SLASIKTUOU Kal CUVOPELS

19 Onwg pLa etdikr NAeKTPOVIKNA Taxudpopikh Bupida otov Siktuako tomo tou MYM f évag acdarnig SIKTUAKOG TOTOG.

20 Me tov 0OPO «KOLVWVLKI UNXOVLKA» 0TO TAQLOLO 0UTO VOOUVTAL TEXVIKEG XELPOYWYNONG TTPOCWTITWV YL TNV Amoomach
TANPOdOPLWV (TL.X. HECW UNVUHATOG NAEKTPOVIKOU Taxudpopeiou 1 TNAEDWVIKWY KAACEWVY) i} TEXVIKEG CUYKEVTPWONG
TAnpodopLwV amd HEoa KOWWVLKAG Siktiwong, yla okomoug Stampagng andtng r e€éacddAiong un egouatodotnuévng
npooPaong og umoAoyloth 1) Siktuo.

20



TEAIKEZ KATEYOYNTHPIEZ TPAMMEZ 2XETIKA ME THN AZDAAEIA TON NAHPQMQON MEZQ AIAAIKTYOY

EUROPEAN
BANKING

AUTHORITY

UTINPEGLEC, KOl OL TIEAATEC TIPETEL VA EVNILEPWVOVTAL ETOPKWE OXETIKA LIE TOV TPOTIO LIE
Tov omnoio prmopouv va AdBouv t€tolou eidouc BonBela.

12.4 O NYN mpénel va Slopyavwvouv Poypappata ekmaideuong Kal evalcbntomnoinong
TWV TEAOTWY TIPOKELUEVOU va Staodalilouv OTL oL MEAGTEG KATOVOOUY, TOUAGXLOTOV,
TNV avaykn:

- Tmpootaciag Twv Kwdkwv Mpoofacng, TwWV CUCKEUWV Tapoywyng mpocbetou
KwKkoU aodAAEldG, TWV TIPOCWIIKWY OTOLXEIWY KAl GAAWV EUTILOTEUTIKWY
Sebopévwv:

- o0pBnc Saxeiplong NG aoPAAELNG TWV TPOCWIILKWY TOUC CUOKEUWV (TT.X. TOU
UTIOAOYLOTH), HEOW TNG EYKATAOTACNG KOL TNG EVNUEPWONG TWV OTOLXElWV
aodparelag (Aoylopka Tmpootaoiag amd Loug, Teixn mPOooTOciag, EVNUEPWOELS
aodalelag)-

- ef€raong Twv ONUOVIIKWY amelAWV Kal KwdUvwv mou cuvdéovtal pe tn ARYn
AoylopikoU péow Tou Sladiktiou edv o eAatng Sev pmopet va eival BEBalog os
gUAoyo BaBuo OtL to AoyLoULKO elval yvhoLo Kat OTL Sev €xel maparolnOei:

- XpPNong Tou yvnolou SIKTtuakoL TOmou MANPpWHWY péow Stadiktuou tou MYM.

12.5 OLNYN nou amodéxovtal CUVOANAYEG E KAPTA TIPETIEL VA OTTALTOUV OATIO ETUXELPIOELG
NAEKTPOVIKOU epmopiou to cadn Sloxwplopd tng Stadkaociag mMANPWUAC amd To
TepBAANOV TOU NAEKTPOVIKOU KOTOOTHHOTOC TIPOKELUEVOU VO SLEUKOAUVOUV TOUG
TMEAATEG va avayvwpilouv MOTe emikowvwvouv pe tov MYN kat oxL pe tov Sikalouxo
MANPWUAG (T.X. pe avakateVBUvVON TOu TEAATN Kal Avolypa Xwplotou mapablpou
wote n Swdkacia MANPWHUAG va pnv epdaviletal oes évo mAaiclo evtog NG
LotooeAldag NG eMLXElpNONG NAEKTPOVIKOU epTtopiou).

13. Ou NYN mpémel va kaBopilouv Opla yla TIC UTINPECLEC TTANPWHWY HEOW SLadLKTUOU Kol
UTTOpOoUV va TIAPEXOUV OTOUC TIEAATEG TOUG EMIAOYEC YL TIEPALTEPW TIEPLOPLOUO TOU KIvSUVOoU
EVIOC TWV oplwv autwv. Mmopouv emiong va MapEXouv UMNpeoieg mposldonoinong Kot
Slaxeiplong tou mpodil mehatwvy.

13.1 TMpw amd TNV MOPOXN UNMNPECLWY TANPWUWV péow Stadilktiou oe mehdreg, ot MNYN
npémel va Bétouv opta’’ ou Bal LOXUOUV yla TG UTINPEGLES QUTEC (TLY. HEYLOTO TTOCO
yla KAOe eMIPEPOUG TTANPWLN 1] CUYKEVTPWTIKO TIOCGO YLOL L. CUYKEKPLUEVN XPOVIKN
neplod0) Kal TPEMEL VO EVNEPWVOUV OXETIKA TOUG MeAATEG Toug. Ot MYN mpénel va

21 , . , . , . , . . , . .
Ta Opla autd TPENEL va LoxUouv eite KaBoAkA (dnAadn yla OAa Ta péoa TANPWHUAG TIOU TTOPEXOUV duvatotnta
TANPWHWV PEow SLadiktUou) €ite HEPOVWHEVA.
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TIAPEXOUV OTOUG TTEAATEG T SUVATOTNTA ATEVEPYOTOLNGNG TNG AELTOUpYLOG TANPWUNAG
péow Stadiktuou.

14. OuNYN mpémel va emBefalwvouv 0Toug TEAATEG TOUC TNV EvapEn TG TANPWHAG KOL VO TOUG
TaPEXOUV gyKaipwg TIG anapaitnteg mAnpodopieg wote va eAéyxouv Thv opbn Evapén kal/n
EKTEAEDTN TNG TIPAENG TANPWHLAG.

14.1 [petadopa nictwong/nAektpovikn e€ouclodotnon] Ot NYI MPEMEL va TTAPEXOUV OTOUG
TMeEAATEG TN SuvaTOTNTA va EAEYXOUV TNV KATAOTAON TNG EKTEAECNC TWV TIPAEEWY OF
OXESOV TIPAYHATIKO XPOVO, KOBWC Kot T UTIOAOUT AOYAPLOCHWY Qv TTECO OTLYIA>
og éva aodal£g Kat aflomioto neplBaiiov.

14.2 Omnolodnmote AEMTOPEPEG NAEKTPOVIKO TIAPAOTOTIKO TIPETEL va kaBiotatal Slabéoiuo
oe aodaléc kot aflomoto mepBariov. Otav ot NYM evnUeEPWVOUV TOUC TEAATEG
OXETIKA HE TN SLaBeoLUOTNTA NAEKTPOVIKWV TIOPOOTATIKWY (T.X. OVA TAKTA XPOVLKA
Slootrpota, otav ekSiSeTal meplodikd NAeKTPoVIKO avtiypado kivnong Aoyaplacpou,
1 KOTA TEPIMTWON UETA TNV EKTEAECN LA TIPAENG) HECW EVOANAKTIKOU SLaUAou, OTwg
péow SMS, pnvopotog nAektpovikol toxubpopelou 1 emiotoAng, Ta svaicbnta
Sebopéva mMAnpwung Sev TpEmMeL va TepAapBAvovVTaL OTNY EMKOWVWVIO auTh 1, Qv
neplAappavovral, mpeneL va epdavilovial CUyKOAUUEVA.

TitAog Il — TeAwkég Slatdelc kal epapuoyn

15. OumapoUoeg KateuBuVTAPLEG YPAUMES edapuolovtal amnod tnv 01.08.2015.

2 Me €€aipEDN £KTAKTEG MEPUTTWOELG UN SLABeCIUOTNTAG TNG UTINPESIAG QUTAG yla AOYoUC TEXVIKNG CuvTRpNnonG, N
AOYW GOBOPWY TEPLOTATLKWV.
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Noapaptnua 1: Napadeiypato PEATIOTWY MPAKTLKWV

Mépav twv amaltioswv Tou opilovial aVWIEPW, OTL( TIOPOUOCEC KOTEUBUVTIAPLEG YPOAUUES
TEPLYPADOVTAL OPLOUEVEG BEATLOTEG TIPAKTIKEG TLG OToieg ot MY Kal Ol OXETIKOL OUUUETEXOVTEG
™G ayopdg svBappuvovtal, aAAd Sev umoxpeouvtal, va uloBetrioouv. Mpog dieukoAuvon, ta
keddAala ota onoia epapuolovral oL ev AOyw BEATLOTECG TPAKTLKEG avadEpovTal pnTd.

Feviko nepipaAlov eAéyxou kot aodAAelog

BM1:

BN 2:

B 3:

H moAttikn achaAelog pmopet va kataypadetal o 16KO Eyypado.

Ot NYMN pmopolv va mapexouv epyaleia aopdlsiag (m.x. ouokevég Kot/ sldkda
TIPOCOPUOCHEVA TIPOYPALMATO TIEPLAYNONG, TOU Tpootatevovtal SeOvVIwg) yla Tnv
npootacia Tng Slemadng Ke Tov TeEAATN amo mapAavopn xpnon N embéoelg (m.x. emibéoelg
TUToU «man in the browser»).

Ou NYN mou mpoodépouv UTNpecie¢ amodoxng ocuvaAAaywv LE KAPTO HUIMOpPoUV va
omattouv  Bdost oUPPaong amd TIC EMLXELPNOEL NAEKTPOVIKOU EUTIOPIOU  TTOU
anoBnkeVouv MANPODOPLEG OXETIKA e TANPWHEG Va epapuolouv emapkelc dladikaaoieg
yla TV UTooTAPLEN TNG LvnAaoLudTnTac.

EWdka pétpa eAEyXoU Kot aoPAAELOG IO TLG TTANPWHEG HECW SLadLKTUOU

B 4:

BIM 5:

BI 6:

BN 7:

O meAdtng umopel va cuvantel €16k cUUPBACN TAPOXNAC UTNPECLWY YLA TNV EKTEAEON
MPALEWV TTANPWHNAG HECW SLadLkTuou, avti va mepAapBdavovtal oL 6poL yLa TG UTtNPECLEG
OUTEC o€ eVPUTEPN CUUBAGCN TTAPOXAG YEVLKWV UTINPECLWY TIOU CUVATTTETAL Ue Tov MY,

Ot MYN pmopoUv emiong va LePLVOUV yLa ThV TTAPOXN O0TOUG TEAATEG, 0 ouveyn Baon n,
ormou edoapudletal, Katd Tmepimtwon Kot pPe KOTAAnAa péoa (rmx. ¢uAhadia,
LotooeAideg), ocadwv kal katavonTwv odnylwv oto mAaiclo Twv onmoiwv enefnyouvtal ot
€UBUVEG TOUC YL TNV a.odaln xprion TNG UMnpPeaoiag.

[kG&pTeg] OL eMIXELPAOELC NAEKTPOVIKOU EUMOPIOU UmopoUV va umootnpilouv tnv Loxupn
TOUTOTOLNON TOU KOTOXOU TNG KAPTAG OO TOV EKSOTN 08 CUVOANAYEC LE KAPTO LECW TOU
Sladiktuou.

Mo toug okomoUg TNG SleukdAuvong twv mehatwy, ot MYN pmopolv va e€etdoouv TO
evbeXOUEVO Xpriong evog eviaiou epyaleiou LoXUpNG TAUTOMOlNoNG TOU TEAGTN yla OAEG
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TIC UTtNPEoieg MANpWUWY pEow Sladiktiou. Auto Ba prmopolos va augnoeL TNV amodoxn
™G AUoNng amo toug MeAATeC Kal va SleukoAUVEL TV opBr) xpron.

H woxupn tautomoinon tou meAdtn pmopel va meplAapBavel otolxeia mov cuvSéouv TV
TOUTOTOLNON HUE VO CUYKEKPLUEVO TIOCO KAL €VAV OUYKEKPLUEVO SLKALOUXO TANPWUAG.
AuTO Ba pmopouaoe va TaPAoXeL 0TOUG MEAATEG auénpévn BeBaldtnta KATA TNV €YKpLon
MANpwUwv. H texvoloyikry AUon mou SLEUKOAUVEL TN ouvdeon Twv SeSo0UEVWY LOXUPNG
Tautonoinong pe ta Oedopéva Twv CUVOANAYWV TIPETEL va eival avOekTiky otnv
naparmnoinon.

Elval emBupntd ol emixelpnoelg nAekTpovikol eupmopiouv mou xelpilovral svaicObnta
Sebopéva MANPWHWVY va ekmotdgUouv KATOAANAWG TO POCWTILKO TOUG IOV Elval apuodlo
yla T SLOXELPLON TIEPLOTATIKWY OTTATAG KOL VO ETLKALPOTIOLOUV TNV eKMaidsuon auth
TOKTIKA, woTe va SLooPaAileTal OTL TO TIEPLEXOUEVO VO OVTOTTOKPIVETOL OE £val SUVAULKO
nieptBarlov achaAsLac.

Eival emBupunto ot MYN mou npoodEpouv UTNPECLEG armodoxG GUVOAAOYWVY LIE KAPTA VOl
SlopyavWVOUV  EKTIOLOEUTIKA  TIPOYPAMMOTA  YLO TS OUVEPYALOUEVEG ETXELPNAOELG
NAEKTPOVIKOU EUTTOPLOU OXETIKA HE TNV MPOANYN TG amdTng.

BM11: Ito mAaiowo Twv koBoplopévwy opiwv, ot MYM pmopolV va MAPEXOUV OTOUG
mieAdteg Toug T Suvatotnta va Staxelpilovral ta OpLo TWV UTNPECLWY TMANPWHWY LECW
Sladiktuou oe éva aodalég kal aglomioto neptlBaiiov.

BM12: Ou NYMN pmopolv va edpoppolouv Sladikaoieg mposldomoinong Twv MeEAATWY,
OMWG HEOW TNAEDWVIKAG EMIKOWWVIOC | amooToAng ypamtol pnvopotog (SMS), yua
Umomtes 1 uPnAou KwdUVoU TIPAEELS MANPWHWY TIou Bacilovtal OTIC ECWTEPLIKEG TOUG
TIOALTLKEC SLaXelpLong Tou Kvduvou.

BM13: Ou NYM pmopoUVv va va TaApEXOUV OTOUG TeAdteg T Suvatotnta va
MPooSLopllouv  YeVIKOUG, €EATOMUIKEUMEVOUC KOVOVEG WG TAPAUETPOUG Ylo TN
cuumnepldopd toug O60ov adopd TIC MANPWHEC HEOw Sladlktiou Kal Tig ouvadeig
UTNpeoieg, T.X. O0TL Ba Spopoloyolv MANPWUEG MOVO OTTO KATIOLEG CUYKEKPLUEVEG XWPEC
KoL OTL oL MANPWUECG Tou Spopoloyolvtal and AAa onuela Ba avaotéAhovtal, 1 OtTL
UTTopoUV Vol CUUTIEPIAABAVOUV CUYKEKPLUEVOUC SLKOLOUXOUC TIANPWHAC O AEUKEC N
MOUpEeC AloTeG.
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