RECORD OF PROCESSING ACTIVITY = HR MANAGEMENT SYSTEMS

European

e b a Banking
Authority

Record of processing activity

HR Management systems

Record of EBA activities processing personal data, based on Article 31 of Regulation (EU)

2018/1725 (EUDPR)

1 Last update of this record 04/08/2025

2 Date of next review 04/08/2027

3 Reference number EBA/DPR/2025/4

4 Name and contact details of Controller: European Banking Authority, Tour Europlaza, 20
controller avenue André Prothin, CS 30154, 92927 Paris La Défense CEDEX,

France
Responsible Department: Director of Operations

Contact: hrteam@eba.europa.eu

5 Contact details of DPO

dpo@eba.europa.eu, or alternatively send a letter to the postal
address of the EBA (address above) marked for the attention of
the DPO of the EBA.

6 Name and contact details of
joint  controller (where
applicable)

Not Applicable

7 Name and contact details of
processor (Where applicable)

Directorate-General Human Resources and Security of the
European Commission - providing SYSPER ("System de personnel")

https://commission.europa.eu/about/departments-and-executive-
agencies/human-resources-and-security en
Rue de la Loi 107

1000 Bruxelles

Belgique

Adequasys (external contractor) - providing Allegro system and
carrying out its customisation for the EBA

https://adequasys.com/en/contact-us/
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Short description and
purpose of the processing
activity

This record covers the processing of personal data in the HR
Management systems, including SYSPER and Allegro, as well as the
collection and use of private contact details of temporary and
contract agents, and other servants for central administrative
purposes.

SYSPER and Allegro are to support the management of the main
Human Resources processes and to ensure that personal data is

kept adequate, it is traceable and rapidly retrievable.

The EBA collects and processes personal information due to the
design of SYSPER and Allegro, the IT systems that manages a
compendium of work life related files of staff (contracts, the
administrative career, rights and privileges, working conditions: full-
time or part-time, leave and absences, working time and the annual
appraisal), centralises the personal data, while every other
processing identifies personal data with an ID. This design aims to
ensure efficient data management. The other purposes of this
processing operation are to collect private contact details of staff
and make them available at a corporate level for Business
Continuity Management purposes, i.e. to prepare (exercises) and
respond to crises and operational disruptions affecting the normal
functioning of the EBA; to allow DG HR (medical service, social
workers, investigators), OLAF or PMO to contact punctually staff (or
their family) for administrative and/or urgent reasons. Such contact
may be required in the interests of the service or to inform staff of
a situation which could impact upon their ability to carry out their
assigned tasks, to enable security services to contact their
correspondents at any time in the EBA in case of changes of the
state of alert. Although the information is only used by the telecom
applications, it is encoded in SYSPER and any other administrative
work-life related purpose, for example when any authorized staff
need to contact a person through their personal telephone or
address.

The personal data will not be used for automated decision-making,
including profiling.

Description of categories of
persons whose data the EBA
processes and list of data
categories

In order to carry out this processing operation the EBA collects
these categories of persons and their data:

Temporary agents, Contract agents and other servants for central
administrative purposes:
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Full personal data: SYSPER PerID number and/or EBA staff number
(a number identifying a person in the system), first and last names,
professional and/or private email addresses, civil status, gender,
nationality(ies), languages, date of birth, history of office address,
recruitment details, personal certificates (certificate for taxes,
domicile for tax purposes, and certificate for opening of bank
account), login name and mobile number provided by the staff
member is extracted on a bi-monthly basis for the ECAS accounts;
Career data: administrative situation, classification (type of
contract), assignment (job title, department, unit), contract details,
type of post, job description.

Time management data: annual leave rights (summary, calculation

details, quota evolution, and balance evolution). Absence requests
(annual leave, recuperation, sick leave, special leave, other leave).
Flexitime regime request/end (if applicable). Telework regime
requests.

Additionally for Temporary and Contract agents:
Full personal data: job number, special residence identity card

details, home addresses, contact persons, family composition
details (history of: persons in relation and their personal details and
relation type, relation details (custody/guardianship), addresses,
special residence identity cards). Family Declarations with workflow
(allowances received from other sources, spouse/recognised
partner's professional activity/income, marriage, divorce, child).
Pension Request & Transfer Rights Declarations with workflow.
Supporting Documents (entered by the agent) for all the
declarations above. Attachments (emails) & comments input by file
handlers for all the declarations above. Appointing Authority letters
for the declarations above (used only for Child Declaration). A photo
(uploaded on voluntary basis by jobholder);

Career data: management position, Appraisal Reports (please see
separate data processing), Probation Reports ; and

Time management data: Work pattern requests (full time, parental

leave, family leave, part time, medical part time, time credit).
Exceptional telework requests. Confirmation of absence on medical
grounds. Presence, overtime, standby, arduous work, shift work
timesheets.

10

Special categories of personal
data processed (as defined in
Article 10 EUDPR)

No special categories of personal data are specifically required for
this processing activity.

11

Time limit for keeping the
data

Personal data is stored for the time necessary to fulfil the purpose
of collection or further processing, they will be retained for at least
ten years as of the termination of employment or as of the last

3
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pension payment. Certain data need to be stored for a longer period
if they are related to subsisting rights and obligations, i.e. pension
rights. In the case of a formal appeal, all data held at the time of the
formal appeal will be retained until the procedure is completed.

12

Recipients of the data

The following EBA internal recipients may have access to your
personal data:
e Members of the HR Unit;
e Head of Unit / Line manager;
e Persons delegated by a holder of a right of access;
e Members of the IT Unit providing access rights via the
Identity and Access Management.

Not all of the users of SYSPER or Allegro have the same access rights
to personal data. The profile of each user (function and
responsibility) determines their need and entitlement to access
specific sets of data in SYSPER or Allegro.

Operational services in the European Commission (the DG HR and
the PMO) have access to the specific data they need to fulfil their
human resource management tasks within the scope of signed
Service Level Agreements (SLA) for the entitlements of Temporary
and Contract agents.

The data can be transferred to other institutions in the case of an
Inter-institutional transfer of Temporary and Contract agents.
Authorised staff of the following EU institutions may have access to
relevant personal data for audit control or investigation purposes:
European Court of Auditors (ECA), Internal Audit Service of the
European Commission (lAS), and OLAF.

Finally, for the purpose of handling review procedures and
litigation, access to the personal data may be granted also to the
EBA’s Legal Officers the European
Ombudsman, European Data Protection Supervisor, the Civil Service

and external lawyers,
Tribunal, the General Court and the European Court of Justice upon
request and to the extent necessary for handling the review
procedure and litigation.

Access is also given to staff from the external contractor
(Adequasys) providing support in the functioning of Allegro.

13

Are there any transfers of
data to third
international

personal
countries or
organisations?

No data is transferred by the EBA to third countries or international
organisations (outside the EU/EEA).

14

General description of
security measures,
possible

where

All personal data in electronic format (e-mails, documents,
databases, uploaded batches of data, etc.) are stored on the servers
of the EBA.
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In order to safeguard and protect your personal data, the EBA has
put in place a number of technical and organisational measures.
Technical measures include appropriate actions to address online
security, risk of data loss, alteration of data or unauthorised access,
taking into consideration the risk presented by the processing and
the nature of the personal data being processed. Organisational
measures include restricting access to the personal data solely to
authorised persons with a legitimate need to know for the purposes
of this processing operation. If and when necessary, transfer of such
data is always done strictly via encrypted email or by normal e-mail
with ZIP file protected by password.

Access to SYSPER and Allegro is limited to authorised actors with
specific roles through user authentication: ID and multifactor
authentication.

15

For more information,
including how to exercise
your rights to access,
rectification, object and data
portability (where
applicable), see the data

protection notice:

Temporary agents, Contract agents and other servants for central
administrative purposes have specific rights as a ‘data subject’
under Chapter llI (Articles 14-25) of Regulation (EU) 2018/1725, in
particular the right to access to their personal data and to rectify
them in case their personal data are inaccurate or incomplete.
Where applicable, they have the right to erase their personal data,
to restrict the processing of their personal data, to object to the
processing, and the right to data portability.

They can exercise their rights by contacting the Data Controller, or
in case of conflict the Data Protection Officer. If necessary, they can
also address the European Data Protection Supervisor.

The Data Protection Notices are available on the EBA Intranet
and/or provided to the data subjects directly by email.




