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European Commission’s Call for advice
on new AMLA mandates

Draft Regulatory Technical Standards on the assessment of the
inherent and residual risk profile of obliged entities under Article
40(2) of the AMLD

Question 1: Do you have any comments on the approach proposed by the EBA to assess
and classify the risk profile of obliged entities?

The concept of ‘risk’ is not defined anywhere in Article 1. According to the ISO Guide 73, risk is the
‘effect of uncertainty on objectives’. It is about ‘strict probability’ rather than a rules-based
‘possibilistic’ approach, as is laid out.

The proposal that the ‘assessment of inherent risks and the quality of controls would be
performed based on an automated scoring system’ is worrisome. In a bid for harmonisation, it
appears that the EBA is defaulting to a rules-based instead of a risk-based approach. A rules-based
approach (see comments on indicators below) will always create choke points somewhere and
lead to unintended consequences. While it is mentioned that there is a ‘possibility to adjust the
scores based on duly justified considerations’, it is unclear what the leeway here is given the
overall frame of reference is rules-based.

The BSG would recommend a principles-based approach (outlining risk principles) rather than
delineating rules-based obligations, as is currently the case. Risk principles could include, for
example, outcomes, governance, stakeholders, roles and responsibilities, risk definitions, risk
frameworks, risk management processes, risk assessments, inclusive financial integrity
frameworks, assurance, quality, continuous improvement. In such a scenario, the broad principles
are set by the authorities (the EBA), the outcomes are determined, and the responsibility for what
should be done rests with the institutions.
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Question 2: Do you agree with the proposed relationship between inherent risk and
residual risk, whereby residual risk can be lower, but never be higher, than inherent
risk? Would you favour another approach instead, whereby the obliged entity’s residual
risk score can be worse than its inherent risk score? If so, please set out your rationale
and provide evidence of the impact the EBA’s proposal would have.

Agree. This is the commonly accepted procedure for a Risk Assessment (inherent risk — controls =
residual risk)

Question 3a: What will be the impact, in terms of cost, for credit and financial
institutions to provide this new set of data in the short, medium and long term?

Comments on proposed list of data points:

The list of data points in Annex 1 is problematic. Though the RTS states that risk indicators and
weights are to be assigned by AMLA based on evolving risks, the appearance of something on a
list like this already signals potential risk. Specifically, some examples include:

1. Nature of customers
The following indicators, for example, are problematic among others:
‘Number of NPOs’
‘Number of NPOs with cross-border transactions to/from non-EEA countries’
Singling out NPOs in this way will result in unintended consequences for the sector as a whole,
including derisking. NPOs are a legal entity like any other, and there is already a criterion for this
laid out in the Annex (‘Number of legal entities’). Exceptionalising a particular legal entity in this
way when the consequences of this for the sector are well documented is unwarranted. As was
laid out in on FATF Recommendation 8, regulation should be based on
principle and be vehicle agnostic. The flags the bank derisking
that the sector is subject to (p.7). The FATF has also carried out extensive work on the

for NPOs, which include financial exclusion and bank derisking, as
has the EBA. The singling out of NPOs in the list of indicators will only exacerbate this problem.
The FATF has also stated in different contexts that the sole fact of a cross-border transaction does
not indicate higher risks. Hence the reference to cross-border transactions to/from non-EEA
countries should potentially be removed for any customer/legal entity.

2. Products, Services and Transactions

The indicator here of concern is the one on Crowdfunding

‘Total Number of projects funded for philanthropic purposes in the previous year’

We question the validity of this indicator for the assessment of the risk profile of crowdfunding
platforms as obliged entities. Philanthropic projects do not entail an inherent risk: has
found no significant or consistent evidence that European donation-based crowdfunding
platforms are misused for terrorism financing purposes.



https://www.hscollective.org/assets/Final_R8-Foresight_.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0340
https://www.fatf-gafi.org/en/publications/Financialinclusionandnpoissues/Unintended-consequences-project.html
https://www.fatf-gafi.org/en/publications/Financialinclusionandnpoissues/Unintended-consequences-project.html
https://www.rusi.org/explore-our-research/publications/external-publications/following-crowd-clarifying-terrorism-financing-risk-european-crowdfunding
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Question 3b: Among the data points listed in the Annex | to this consultation paper,
what are those that are not currently available to most credit and financial institutions?

1. Financial institutions will not have the data required readily available and will need to
collect it. This is especially true of smaller financial institutions. The BSG is of the opinion
that a phased approach with a transition period will be required.

2. Additionally, the data points proposed under this RTS may differ significantly from what
has previously been collected. This will necessitate, in many cases, new or adjusted
internal systems to comply with the requirements.

Question 4: Do you have any comments on the proposed frequency at which risk
profiles would be reviewed (once per year for the normal frequency and once every
three years for the reduced frequency)? What would be the difference in the cost of
compliance between the normal and reduced frequency? Please provide evidence.

Again, this should be principle- rather than rule-based.

Question 5: Do you agree with the proposed criteria for the application of the reduced
frequency? What alternative criteria would you propose? Please provide evidence.

See answer above.

Question 6: When assessing the geographical risks to which obliged entities are
exposed, should cross-border transactions linked with EEA jurisdictions be assessed
differently than transactions linked with third countries? Please set out your rationale
and provide evidence.

It is a G20 priority to enhance cross-border payments and make them faster, cheaper, more
transparent and more accessible. A rules-based approach to assess non-EEA transactions is thus,
in the opinion of the BSG, unhelpful. Changes to FATF Recommendation 16 (currently being
discussed) and its consistent implementation should help harmonise some of the AML/CFT
chokepoints in cross-border transactions.




European
e a Banking
Authority

BANKING
STAKEHOLDER
GROUP

Draft Regulatory Technical Standards specifying information and
requirements necessary for the performance of customer due
diligence for the purposes of Article 28(1) of Regulation (EU)
2024/1624

Question 1: Do you agree with the proposals as set out in Section 1 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

1. The Risk Based Approach: The BSG is concerned over the erosion of the risk based approach
(“RBA”) in level 1 text and believes that legislators have nevertheless provided AMLA/EBA with
the opportunity to compensate for some of the provisions with flexibility that would be
informed by market practice; this could for example include the elements that comprise
identity, requirements that need to be met for completion of CDD, or additional means of
conducting SDD according to Article 33(1) of the AMLR. This is important if compliance with
FATF Recommendations, and particularly with Recommendation 1 on the RBA is to be met by
member states.

2. Verification of ID as provided for under the AMLR: The AMLRs address ‘identification’ of legal
and natural person, providing for the elements of ID that are required to be obtained by
obligated entities for natural and for legal persons.

It is however in relation to verification of ID that we wish to make the most significant point.

Article 22(6) provides for the means of undertaking verification and appears to place
significant emphasis on the use of digital ID technology as contemplated under the elDAS
amended Regulation (EU) 2024/1183 of 11 April 2024. This provides for the establishment of a
digital identity framework by November 2026.

Article 22(6) provides:

6. Obliged entities shall obtain the information, documents and data necessary for the
verification of the identity of the customer and of any person purporting to act on their behalf
through either of the following means:

(a) the submission of an identity document, passport or equivalent and, where relevant, the
acquisition of information from reliable and independent sources, whether accessed directly or
provided by the customer;

(b) the use of electronic identification means which meet the requirements of Regulation (EU)
No 910/2014 with regard to the assurance levels ‘substantial’ or ‘high’ and relevant qualified
trust services as set out in that Regulation

There are therefore two means for businesses to undertake verification of identity; either
through the elDAS digital identity schemes which are yet to be implemented in most member
states, or through existing means.
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The latter are varied and include government issued ID, non government ID, access to registers
and databases such as company registers, electoral registers, and credit reference agencies
dealing with both consumers and businesses. There are also a range of innovative service
providers that offer private databases that aggregate information from various sources and
combine these with electronic footprint data to provide greater levels of certainty and
accuracy.
The RTS consultation text, proposes an interpretation of paragraph 22(6)(a) that requires
obliged entities to obtain a government issued ID documents as the only alternative to an
elDAS identification route. There is an allowance for utilising information from an independent
and reliable source only as an additional component to the government ID.
This interpretation of the text, has a number of adverse consequences that need to be
considered before a final position is reached. It is our view that the text is capable of being
interpreted as allowing independent and reliable information as an alternative to government
issued ID. The syntax is capable of carrying that meaning and the EBA may wish to consider the
issues set out below:

. The FATF Forty recommendations provide at Recommendation 10 that verification of
identity should be undertaken “using reliable, independent source documents or
information” without specifying government issued documents; the latter has the effect
of limiting the RBA.

. Reliance on government ID in the online environment yields slow and costly video type
verification processes that do not lend themselves to mass adoption.

. Furthermore, leaving industry with a single means of verification creates systemic risks,
and opportunities for ID fraud. This includes the prevalent of Deep Fake attacks.

. Many vendors on the other hand have collated independent and reliable information,

including data from other service providers, geolocation and electronic footprint
information to create compelling and reliable means of authentication and verification

. Government ID may not always be available to financially excluded sectors, and enabling
a broader means of verification would be necessary
. The existing population of customers will have been verified using a range of methods

and may need to undertake verification again, even if verification has been undertaken to
a sufficient standard.

. For online customers, even for those for whom government ID was obtained, this may not
have been verified using the video route set out at Article 6(4). These will all have to be
subject to verification once again, even if there is little merit in doing so from a risk basis.

. Allowing industry a broader means of verification creates resilience and promotes
innovation.

The alternative of digital ID wallets

The use of digital ID wallets under Article 22(6)(b) would be helpful, but these solutions are yet to
be deployed at scale and to be reliably integrated with PSP systems. The objective is readiness by
the beginning of 2027, but this is far from certain.

Provision will also still have to be made for customers who do not have access to such wallets, or
who may prefer not to use them.

We encourage the EBA to review the impact of the current interpretation and consult with the EU
Commission with a view to making a broader means of verification available to obliged entities.
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Question 2: Do you have any comments regarding Article 6 on the verification of the
customer in a non face-to-face context? Do you think that the remote solutions, as
described under Article 6 paragraphs 2-6 would provide the same level of protection
against identity fraud as the electronic identification means described under Article 6
paragraph 1 (i.e. e-IDAS compliant solutions)? Do you think that the use of such remote
solutions should be considered only temporary, until such time when e-IDAS-compliant
solutions are made available? Please explain your reasoning.

The difficulties that are associated with restricting verification (non elDAS) to the use of
government issued ID become more pronounced when this is implemented on a non face to face
basis.

The means of verification that are helpful in a face to face environment do not lend themselves to
use in the virtual environment. The video based solution set out at Article 6 are not ideal, and are
increasingly prone to deep fake attacks. Furthermore, as the only means of verification, they
present a systemic risk to industry.

The provisions of Article 6 are a valid means of verification, but they cannot be the sole means of
doing so (other than elDAS).

We also caution against the codifying of operational solutions in law, resulting in a lack of
flexibility, inability to react to new threats and an inability to take advantage of innovations. We
suggest setting out high level objectives such: a level of certainty, ensuring ID fraud has been
mitigated etc. as a better alternative to specifying any solution.

Cost: we understand the cost of video based verification is in the region of EUR 2-5 per
verification. Assuming some 250m existing individuals needing to be re-verified, it would be a cost
of EUR 500m. It is not clear if the benefits that accrue would justify this cost.

Question 3: Do you have any comments regarding Article 8 on virtual IBANS? If so,
please explain your reasoning.

The AMLR provides for the PSP using the IBAN to be able to provide the CDD information on users
upon the request of the vIBAN issuing institution. The time allowance is helpful and pragmatic. It
would be helpful if the RTS text made it clear that while the information provision could be made
more rapidly, PSPs should be able to utilise the maximum period of time allowed under the AMLR
if needed.

Article 1(3): provision has been made for natural persons, legal entities and legal arrangements.
In some jurisdictions there are additionally unincorporated entities or associations that are
unregistered and may need to be considered in a risk based manner, perhaps providing for CDD
to be undertaken on members of its Board, or on a number of members etc.
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Article 3: The requirement for place of birth needs to be synchronised with the information
available on forms of ID. It would appear that most forms of ID will only provide the city and not
the country; it would be helpful to make the two data items alternative rather than requiring both
to be provided. Moreover, the use of this data point raises concerns about potential
discrimination.

Article 4: The provision for an obliged entity to satisfy itself that it knows of any other
nationalities that the customer holds is difficult to satisfy and in most cases is entirely dependent
on the statement of the customer. This would benefit from recognising that the obliged entity can
only ask this question and rely on the response.

Article 11: The criteria for concluding that an ownership structure is complex does not provide for
a risk based approach to be exercised in relation to further actions being taken. Where the
relationship does not present a higher risk, it may not be appropriate to undertake further action,
such as constructing an organogram.

Question 4: Do you agree with the proposals as set out in Section 2 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

The BSG is of the opinion that Articles 15 and 16 of the RTS are highly prescriptive and not in line
with the risk-based approach. These provisions set out an extensive list of requirements that
appear to disregard the necessity for focus, proportionality and risk-sensitivity, particularly in
non-high risk situations. Currently the provisions laid out read more as a template for EDD in high
risk situations and not as a proportional and risk-based framework for normal or simplified CDD.

Just as the FATF has recently been encouraging SDD is low-risk scenarios (see revised FATF Rec 1,
and Financial Inclusion guidance to be published), the RTS seems to be pulling in the opposite
direction by mandating a highly prescriptive approach which is not risk-based.

Question 5: Do you agree with the proposals as set out in Section 3 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

Again, application of this should be proportionate and risk-based.

Question 6: Do you agree with the proposals as set out in Section 4 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

We refer back to our opening paragraph at Question 1 and the importance of the RBA. This is
particularly evident in relation to the application of the RBA to circumstances where the risk is
low. Article 33(1) of the MLRA reduces the scope of circumstances when SDD can be applied to
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four specific examples, and then provides AMLA/EBA with the opportunity to specify further
examples. Those specified are set out below: summarised as:

= Postponing verification of identity when the risk is low to no longer than 60 days from
establishing a business relationship

. Where the risk is low reducing the frequency of updates of customer identification
information

. Inferring the purpose of a business relationship rather than asking for it, or reducing the
extent of information collected

. Where appropriate, reducing the scrutiny or frequency of monitoring of transactions

. Applying any other SDD measure identified by AMLA

We believe this is a major role that has been allocated to AMLA/EBA by the legislator, particularly
in the absence of a high level SDD allowance. We encourage the EBA to seek industry proposals
for additional circumstances under which SDD can apply and we do not the question already
posed regarding specific products that could benefit from SDD.

We believe however that there is flexibility in introducing further risk based allowances
particularly in relation to the elements of ID and the means of verification to take into account the
spectrum of business relationships and products and services that are offered or will be offered in
the future.

With regards to low risk natural persons clients, especially when there is an established
relationship, the requirements for gathering information should be at a frequency of 3 years
(instead of every year as applied currently in some Member States). There should be very clear
information to clients on the nature of the request for information and updating of data, the
means to fulfil the request, and the potential effects of not doing so.

In case the request is not fulfilled, the consequences should not imply a blocking of the account.
There are some market practices that deploy the blocking of accounts, which has a significant
impact especially for some groups of clients, such as the elderly and retired population that see
their subsidies and pensions blocked from being credited in their accounts as well as being denied
access to their funds.

We urge the EBA to grasp this opportunity to ensure a pragmatic and truly RBA can be applied by
obligated entities within the Union.

Article 19: the concept of beneficial ownership could benefit from clarification when applied to
non-profit and charitable organisations; this could for example relate to the purpose rather than
in to individuals. Issues relating to BO verification are also applicable to EDD article 26.

Treatment of payment initiation services (“PIS”): such services are not contemplated to (i)
involve the flow of funds, and (ii) Pls providers engage with other regulated institutions on the
one hand, or customers of those institutions that have been subject to CDD for the same payment
service. We suggest applying only SDD obligations in relation to merchant customers on the one
hand (as they have already been subject to CDD by their account servicing PSP (“ASPSP”)), and no
CDD obligations in relation to consumers who are customers of their own ASPSP. If the customers
of a PIS business in the future are consumers (payers) then the reverse can be applied.

Article 23: In general, we notice that the articles in Section 4 are stricter than the AMLR, i.e. for
source of funds and purpose and intended nature. In low(er) risk situations, the purpose and
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intended nature of the business relationship should primarily be derived from the type of product
or service the customer obtains from the obliged entity. There is also no basis to require source of
funds information by default. Doing so would undermine the principle of proportionality and the
concept of SDD.

Question 7: What are the specific sectors or financial products or services which,
because they are associated with lower ML/TF risks, should benefit from specific
sectoral simplified due diligence measures to be explicitly spelled out under Section 4 of
the daft RTS? Please explain your rationale and provide evidence.

Whilst there are a. number of products that have been identified in previous legislation and which
continue to present low risk in most circumstances, we believe a more outcomes based approach
to SDD is needed, particularly as new products and services that present low risk should be able
to benefit from SDD, ensuring a RBA.

Article 20 : Pooled accounts:

Pooled accounts can be operated for a variety of purposes. There is some concern relating to
pooled accounts held by financial institutions and particularly PSPs for the purpose of
safeguarding.

Article 20(1)(h) requires that where “a transaction or activity is being conducted on behalf of or
for the benefit of natural persons other than the customer” that person should be identified and
verified.

Article 20 of the RTS applies this requirement to pooled accounts. We suggest that accounts held
for the benefit of EU financial institutions and in particular for PSPs, should be distinguished and
excluded from the scope of this Article. This is because those institutions are under the same
obligations to identify and verify their clients as the Credit Institution (“Cl”). Furthermore, in the
case of PSPs, it is arguable that the payment service is not being undertaken for the benefit of the
customer, but rather for the benefit of the PSP. This is our view, even when the account is a
safeguarding account, as the safeguarding activity is being delivered to the PSP and not the
customers of the PSP, whose funds are being held.

The obligations that are contemplated on ClI’s and are set out at Article 20 are in our view
inappropriate when applied by a Cl to a non-Cl PSPs.

e Both parties are regulated for their payment activities, and if in the same jurisdiction,
then likely by the same NCA

e The requirements at paragraphs (b) and (d) to ensure effective supervision of the client
PSP and assessing the PSP’s CDD systems and controls, and in the domain of the NCA,
and could be read to suggest a supervisory role for on institution over another. This is
inappropriate.

e Also, the requirement at paragraph (c) for the business of the PSP to comprise low risk,
suggests that for medium and high risk businesses, some additional obligations must also
apply. The impact of this provision on the offering of banking services by Cl to non-bank
PSPs will likely be adverse and significantly so. There is a significant compliance and
supervisory/oversight role being placed on Cls, and it is not clear why they would be
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motivated to take on such risk unless the returns are significant. They will likely exclude
services to all but the most commercially attractive businesses.

e The cost for Cls of undertaking such activities, in addition to operating the bank account,
will result in high banking fees for PSPs, where they are provided.

e The overall impact may be an increase in de-risking, high fees where services are offered,
and consequently higher fees to consumers. This could also have an impact on
competition.

We suggest clarification and explicit exclusion for PSPs undertaking from the provisions of AMLR
Article 20(1)(h) and RTS Article 20.

Transitional period: A five year transitional period has been provided for obliged entities to bring
existing customer CDD processes in line with the provisions of the AMLR and RTS; this is set out at
Article 22(2). This relates to both the extent of identification information that is collected, and the
manner in which verification is undertaken.

This could be a significant effort by industry and one that may not be warranted on a risk sensitive
basis. Many customer relationships held over a period of time will be subject to significant CDD
even if the elements of ID are not all held, or the manner of verification is different.

We suggest a trigger based updating process over a longer period of time, and subject to a RBA.
Where the nature of the relationship does not warrant further ID information, this need not be
collected. Where the means of verification, particularly over time provides sufficient certainty,
then additional verification may not add value.

We set out in our response to Question 2 above an estimate of the cost of undertaking video
based verification of some 250m existing online customers as an example.

We suggest a review of the objectives of this Article 22(2) and some consideration being given to
a RBA to transition.

Question 8: Do you agree with the proposals as set out in Section 5 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

We suggest clarification be provided for Article 24(d), that reasonable efforts only should be
made to obtain such information and it should not be obtained from the customer for fear of
tipping off, given that it applies in circumstances where a suspicion of crime has been
established.

Question 9: Do you agree with the proposals as set out in Section 6 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

The BSG has no comments in relation to this question.

10
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Question 10: Do you agree with the proposals as set out in Section 7 of the draft RTS? If
you do not agree, please explain your rationale and provide evidence of the impact this
section would have, including the cost of compliance, if adopted as such?

The exemption for low value electronic money instruments is based on a number of restrictions
that are referred to as “risk mitigating measures” in AMLR Article 19(7). The Article states:

“7. Supervisors may, directly or in cooperation with other authorities in that Member State,
exempt obliged entities from applying, in full or in part, the customer due diligence measures
referred to in Article 20(1), points (a), (b) and (c), with respect to electronic money on the basis of
the proven low risk posed by the nature of the product, where all of the following risk-mitigating
conditions are met:”

We believe that the low risk proven by the nature of the product refers to the conditions that
have already been imposed. It is difficult to conceive much more that can be applied to further
limit risk.

The conditions are as follows:

e The amount stored does not exceed EUR 150

e Theinstrument is used exclusively to purchase goods and services

e Theinstrument is not linked to another payment account and cannot be used to exchange
for cash or to purchase crypto assets

e The products is subject to transaction monitoring

The mandate at Article 28(1)(c) of the AMLR states:

“ Those draft regulatory technical standards shall specify:

(c) the risk factors associated with features of electronic money instruments that should be taken
into account by supervisors when determining the extent of the exemption under Article 19(7);"

Given the objectives of these restrictions is to mitigate risk, and given that level 1 text has set very
limited parameters under which exemption can be granted, we believe any further factors are
likely to be those can frustrate the objectives of the limits set. We do not believe that additional
restrictive factors are intended to be added in general, over and above those set out at Article
19(7).
These can for example relate to:
e Ensuring controls are in place to restrict use to the purchase of goods and services
e Whilst the total storage limit does contemplate multiple instruments being purchased,
these should not be so as to abuse the limits set
e Transaction monitoring should be such as to monitor both purchase and redemption
transactions
e Merchant acceptance should be further scrutinised where it represent a higher risk activity

We suggest a more general obligation to assess the AML controls implemented by issuers of such
products as well as ongoing assessment as being meaningful and complementary to the
restrictions imposed by level 1 text.

11



European
e a Banking

Authority
BANKING

STAKEHOLDER
GROUP

Question 11: Do you agree with the proposals as set out in Section 8 of the draft RTS
(and in Annex I linked to it)? If you do not agree, please explain your rationale and
provide evidence of the impact this section would have, including the cost of
compliance, if adopted as such?

The BSG has no comments in relation to this question.
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