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UNICREDIT AT A GLANCE

® Employees: more than 146.600

® Branches: 8.403

® Banking operations L 3
in 17 countries ¥

® International network spanning: fl R 4 4
~ 50 countries |

® Global player in asset management:
€ 221 bn in managed assets

® Market leader in Central and
Eastern Europe leveraging on the
region's structural strengths
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A COMPLEXITY TO BE MANAGED

The approach to ICT Security Governance follows different paths

UniCredit landscape is complex

Different country regulations
i@

Different approaches to cloud adoption due to 3

high-number and the geographical distribution ‘2 PN L 23
of UniCredit Data Centers o P

i - - % .
Cloud adoption strategy for Data Centers o “ (gL -
consolidation framework, and Business ] - s : g
Enabler N P TN

ol @

Strong ICT Security governance is both
mandatory and strongly recommended

Last but not least :
Judgment of European Court of Justice in CASE C-362/14 declaring the Commission's US Safe Harbor

Decision invalid....any ldeas from ENISA team?




¢ UniCredi

WHERE CLOUD DATA ARE LOCATED AND WHICH LAW IS APPLIED

I IS Europe

slm United = 7 Privacy laws in 28 countries
== Kingdom 2

ICO Privacy and Electronic |
Communications
Regulations

USA

Federal
CALEA, CCRA, CIPA, COPPA,

EFTA, FACTA, ECPA, FCRA,
FISMA, FERPA, GLBA, HIPAA,
HITECH, PPA, RFPA, Safe

- Harbor, US PATRIOT Act

I

-

-

H European
Union

EU Data Protection

#ps, South 9~ Japan _
State Data Protection Laws 9.1 Korea Personal Information

, ‘ :
R RN \m__m Network Utilization and | Protection Act
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= Data Protection Act T
" T Y 4
ﬁ Israel e — =; < g
o

Protection of
P Privacy Law (PPL)
== I P R

Breach notification in 46
ates < A= -

4 - Taiwan
Computer-Processed
Personal Data

— Thailan

d
‘ Official
N Information Act

.'ﬁl Mexico |\

> N Protection
o Mexie 5 s India  IBE, 2540 , Hona Kdn
Protection Law Information ==l" / n g g
Technology Act @ : .\; Personal Data Privacy

‘ @ Brazil

n Colombia

Data Privacy Law
1266

J e Ordlnar\zce
E’,, R \ N
C: : &
Singapore o ’ Philippines
/ Personal & Financial 7 .
Data Protection Acts < Rropose|Data Privacy
‘ Law |
F South .A \
= Africa #al Australia \\
Electronic 7
Communications National Privacy .

w Chile Argentina and Transactions Act Principals, State Privacy
_ Personal Data Protection Act, Bills, Email Spam and }'
Protection of Personalf. nformation Confidentiality Law Privacy Bills » /
Data Act
New
1 % Zealand
A Privacy Amendment

Act
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SEVERAL COMPONENTS TO BE ADDRESSED

(in order to set a comprehensive Cloud security strategy)

Integration

* Interoperability

 Lock in / portability

 Security Analytics

* Administration console

* Public / Private / Hybrid
models

» Secure connection to other
systems and data

* Event Management

Platform & Software

Applications

» Threat and vulnerability
identification / Access
Control

» Monitoring / Management

» Application vulnerability
management and
remediation

Governance

Integration

Platform &
Software

Users &
Identity

Governance

* Define processes and policies
(ownership, connectivity,
privacy, audit / wipe)

* Legal (NDA, SLA, licensing)

* Audit and Compliance

* Identify preferred suppliers /
service level for business

* Business Continuity

* Training & Awareness

Data

* Data Classification

» Data Backup, Retention

» Data Ownership, Segregation

* Risk Assessments

» Encryption / Tokenization
 Data loss prevention

* Secure storage, secure disposal
* Audit and forensics

Users & ldentity

* Roles and authorization levels
and authentication

 Evaluation / monitoring of usage
patterns

* Program awareness and
education

Infrastructure

 Security functionality

» Network configuration

* Cloud hardening

* Vulnerability management
* Infrastructure operations
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UNICREDIT CLOUD SECURITY EVALUATION DASHBOARD

Summary of scoring results

Clusters *i ACME :BestProvider:Provider3
Audit & Compliance 12,5 11,8 0,0
Application Security Testing 5.0 3.0 0,0
Business Continuity 10,0 8,5 0,0
Cloud Hardening 10,0 6,0 0,0
Encryption & Tokenization 50 15,0 0,0
Governance 10,0 8.0 0,0
Interoperability 00 3.0 0,0
Identity & Access Management 6,5 7.5 0,0
Informaticn Management [Data Protection) 4.4 52 0,0
Infrastructure Operations 10,0 g4 0,0
Legal 3.6 7,3 0,0
Metwork Configuration 7.5 55 0,0
Portability 10,0 8,0 0,0
Physical Security 2,2 6,2 0,0
Yulnerzability Manazement 32 6,3 0,0
Security Incident & Event Management 80 24 0,0
Total score 1250 115,7 0,0

UniCredit

AME | BestProdoer | Prowder 3

Audit & Compliance
security incident & Event g5
Man azement s :

Application Sequrity
Testing

vulnerability Management .. -, Business Continuity

Physical Security /.,

. Clowd Hardening

Portabifity - = Encryption & Tokenization

Network Configuration 7 covernance

" Interoperabifity

Legal - |
e _——k

___—fdentity & Access

Infrastructure Operations ———
e " Management

Information Management
|Data Protection)

Qusier Hame. -
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i ACIAE
== Bect Provider

Provider 3




v UniCredit

IS THERE ANY DIFFERENCE BETWEEN DATA AND THEIR
APPLICATIONS IN THE CLOUD?

M Yes, the law is applied to the data, not to the application

M If you can encrypt the data, then the cloud provider has no access to the data
This might change how responsibilities are allocated from a compliance point of
view according to the countries where your business is
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CLOUD READY PROGRAM

=

* Cloud Ready overview declines the Group CIO Global and Group
CIO ICT Security cloud strategy and feasibility, in order to design a
sustainable and common UniCredit Service Platform/ Framework.

e Cloud computing is a new way of delivering computing & services
resources, not a new technology. Computing services ranging from

data storage and process to software on demand to launch new time-
to-market business proposition in UniCredit multichannel perspective.

* The massive concentrations of resources and data could represent
a more attractive target to attackers, but cloud-based defenses can be
more robust, scalable and cost-effective in terms of IT security
perspective.

e Itis important to note that cloud computing can refer to several
different service types, including Application/Software as

a Service (SaaS), Platform as a Service (PaaS), and Infrastructure
as a Service (laaS).

Lastly API rest exposure, for B to B and B to C customers services.
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FINAL TAKE-AWAYS

B Cloud benefits in terms of elasticity, scalability, on-demand computing power — growing
list of providers

B Companies must be structured (or re-structured) in order to deal with a new generation
of risk evaluation, and address the best cloud strategic and omni-comprehensive
approach (data protection, application security, network security, encryption , file
sharing, local and global regulation, compliance, log management, identity
management, KPI & SLA, etc), in order to deploy a strong and sustainable security
governance.

B Companies must raise the bar on ongoing security activities, while addressing at least
three key-points to the respective cloud provider:

B Setting the minimum security level expected
B Managing the increasing complexity with different and new monitoring points
B Putting on the table technical skills, more and more sophisticated with a holistic view

\

B Bridging the gap between requirements, risks and skills

poat 2

Fabio.gianotti@unicredit.eu W



	Cloud Security Strategies 
	UNICREDIT AT A GLANCE
	A COMPLEXITY TO BE MANAGED�The approach to ICT Security Governance follows different paths
	Slide Number 4
	SEVERAL COMPONENTS TO BE ADDRESSED�(in order to set a comprehensive Cloud security strategy)
	UNICREDIT CLOUD SECURITY EVALUATION DASHBOARD
	IS THERE ANY DIFFERENCE BETWEEN DATA AND THEIR APPLICATIONS IN THE CLOUD?
	CLOUD READY PROGRAM  
	FINAL TAKE-AWAYS

